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RS YAN-TA— MU ATIIREIBIFRZUNEL. DHLTVET,

DABHS, BIRINELAR, MEssEIEE. J5vIUANDTOP10%HERRL. BET —FE U,

WEEN Y RMOMREEZET,

VT AEEEFLE. SATLABRBEICOIIRT IR ERULTHAN-BROFAICIZIITT
EINEFEEBVET,

01. ARREFE

L (%) | bE

WebfEg514(Web Vulnerability) 37.8% Al

32T LHESg 4 (System Vulnerability) 32.9% Al

BFRINE (Information Gathering) 20.3% v?2
AIE7ItZ(Unauthorized access) 8.2%
~¥JLJ17(Malware) 0.4%
&¥RIRHE (Information Exposure) 0.3%
FEREN(Anomaly Detection) 0.2%
DoSIZE (Denial of service attack) 0.0%

2024506 3 DI BBLRR Z iERR UThE
R EROWEESFTNEALLEARTHY
1.4f8<CB VBN,

TS5, WebREs514(CRE T 2IREE (L5

A LERTHI5, 2084 FEEML. ChniE

TraversalINE I DIENNCLZEDIZE
B CEf,

RETIEX, 8.2%
NILIIT . 0.4%

F/o. AT LIRSSIECRIT BN 35E o
EEERTHYS, 83 14CHBLMENNL. NI, -
Apache httpd ap_normalize_path
Directory Traversal(CVE-2021-
41773)WEHEUBENNC LB DL
FaCSlt,

1E#RImER. 0.3%

EERA. 0.2%

DoSZ, 0.0%
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02. AIRKESSTHETOP10

2024506 HOAIRMESSHETOP10Z ERUIZFESR. Directory TraversallRENF(CTOP10ICEIZ U,
PRI RIEAEUIIENN0. $F(CApache httpd ap_normalize_path Directory Traversal(CVE-
2021-41773) MR ELEARTHIZ, 7294CBVENNUICEN R T ETZ,

HR(%) | k®

Apache httpd ap_normalize_path Directory

! Traversal(CVE-2021-41773) 25.9% al
2 Directory Traversalt&4 18.2% NEW
3 Web Vulnerability Scanner(Zgrab) 6.9% -

4 SATLITAINT I AHEH 5.2% -

5 ThinkPHP lang Remote Code Execution 4.3% NEW
6 phpMyAdminY> FIA_R-S7ItR 3.8% v5
7 Application Vulnerability(PHPUnit) 3.4% NEW
8 Git RepositoryX—>7 9t Xt 3.2% NEW
9 Network Scanner(Nmap) 2.2% -
10 Command Injection 2.1% v5

Total Threats In SOC

Command Injection Il 2.1%
Network Scanner(Nmap) Il 2.2%
Git RepositoryX—>771 251/ I 3.2%
Application Vulnerability(PHPUnit) I 3.4%
phpMyAdminS> I A_R-S77¢2 I 3.8%
ThinkPHP lang Remote Code Execution I 4.3%
SATLI7ANTICAGA - 5.2%
Web Vulnerability Scanner(Zgrab) I 6.9%
Directory Traversalt®All I 18.2%
Apache httpd ap_normalize_path Directory: - I 25.9%

0% 5% 10% 15% 20% 25% 30%
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03. AiRT 5YyIYANPF RLATOP 10
20244F06 IOV TTOP10%HERRUIAER 1> RIS T, PAUN, O PIELLRMENIL, —H> >4

R=ILOBEDLEER (S UTz. FF LT AVNDIELLENI5%EBI TVSENHESR TE R,

% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .

Wz 0 JYSURMP KIEH
1 103.162.36.154 ID Directory Traversalt&4
2 34.172.237.230 us ThinkPHP lang Remote Code Execution
3 47.245.32.141 JP Directory Traversalt&4
4 78.153.140.177 GB AT LIFPAINT IR
5 110.14.63.139 KR Apache httpd ap_(g?/rlzn:ls(ljléei__dpj’;h7§)lrectory Traversal
6 78.153.140.179 GB AT LIFPAINT IR
7 141.98.11.79 LT Method(Connect)
8 111.59.56.6 CN ThinkPHP lang Remote Code Execution
9 118.107.44.111 HK Directory Traversalt&4
10 113.133.177.77 CN ThinkPHP lang Remote Code Execution

Total Countries

SHAKREIP, EFRIELIOFHTOP10DRKULER

AERE I 5.3%
RAY N 8.6%
SUAMR=)L I 17 .6%
RE  —— 32,7 %
A 35,8%

Rank Source IP Country Rank Source IP Country
1 103.162.36.154 ID 6 78.153.140.179 GB
2 34.172.237.230 us 7 141.98.11.79 LT
3 47.245.32.141 Jp 8 111.59.56.6 CN
4 78.153.140.177 GB 9 118.107.44.111 HK
5 110.14.63.139 KR 10 113.133.177.77 CN
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FHHOMFEREZSE(CUT, AUKRE/I-2ZRAU TVIIBE XS AT AO/ESS 2 E/ (LN d

TEEHERWLET .

WEE)NF—>

SHOATRER

Apache httpd
ap_normalize_path
Directory
Traversal(CVE-2021-
41773)

Directory Traversal
1RAN

Web Vulnerability
Scanner(Zgrab)

SATLITAI
VAL Vi

ThinkPHP lang
Remote Code
Execution

phpMyAdmint> )l
R=2 7IER

Application
Vulnerability(PHPUniIt)

Git Repository
R=IT7JR

Network
Scanner(Nmap)

Command Injection
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Apache httpd(CDirectory Traversalffg554EnFEIEd 3. HUZDOMETTIEE
[ap_normalize_path B CURNET (LT 2 RNEI R BRI HAREEN S FAET . JE— MDY
EEFERNICREASNEHTTPUIIANZEEU TIRE TES . WEICKINT L IFHRNTRES

néo

R=LR=SOFREK(EAT>O- RR—SOURLEERAE Y. Webt—/{_EDhomeT (LI~
HOEBEDTALIN DT )V(/etc/passwdI7AIVRE) xS BE(FAI>O-RIBTENH
E3. ABMBEIRICOVTIE, ST LIEHRZ S/ etc/pass/shadow. /etc/hosts/hostsiRED
FETPAINEFIIZO-RIZENTTEETHD. SATLABALHET —FRRBED IRMRIL B
[CERAENZEIEEEN DD,

Web Vulnerability Scanner(Zgrab)(&. Webt—/{DFEER—S0FR]53E. SFajan TV
RUWebR=T, SAEADRR—NRE, MESSHEERD OFEZHIMT I BIdfERIN .,

Directory TraversalDiEs54EREZFIFL. [/etc/passwd il *.conf /.env]REDIERKE
B SOEERIATLITAIUT IR %ET3.

ThinThinkPHPORESS R SXFE I/ 5> TARE A MO—SHS R LN TUE—RI—
R E TIRENTEIMIIETHD. ¥think ¥ *I522MFVHBUTHEIERATS 1) MU TIREE
BH(HE BEOPHPI-REUIZATAIVY RHEITTES,

phpMyAdmin(EMySQLZWebH -\ TEIE I 2B M(CTPHPTIERRENIZA—T>Y—-2Y—)L
THhd. MySQLY —\ZIFRICHESF R B DU, T—IN—ZDVER/HIBR. T—TILOVERL/ bR,
T4—=IVROERL/HIBR. SQLX DEITRE. HERZFIFAUCEIRHEERITICLIWEN T fEL 12D,
ZOMESSHENFTES BIBE. phpMyAdmindscript/setup.phpI7IUC *?" BIEEERLT
ERORHBZIBEAL. SATLAMDEEITTES.

PHPUNIitZ1=y ;A RNIL—AT—IT/phpunit/src/Util/PHP/eval-stdin.php 71 JLICTFEAE
9 2HE55EEFIAL TUE— NCAERDI - RIEITTED EEI(I?<phpDXXFIINSIAED
HTTP POSTF -4 T/ERNOPHPI—RHIEITTES,

Y—2J—RON—23 BB OZHICGit Repository(/.git/)&RAT1>) S 3845, FIETDZ—
TI-RRUBERBHREHER I BlzHICconfigiP HEADREDT JA4)L M ADFERELULAT M
VDN ZA%ERAF1 > BRE TH Do

KR ENetwork Scan¥y—JLT. IP Scan&Port ScanD#REN D Ly NI —IAEES 421K
Y-ILEUTCERSNZHAREENSERAIN TWEY-)LELTERINS, .

327 AIRVRAEFENTORADENEYMREETOCRZBSRVMEE . ADENIVY RAE
17 U5%, COMSSMNMEFTES 3i5a . WEENSZATACEREIVY MXETESH. TrAIL OB
B, JU>0-R ETRETBIEENFEE I DR RSN DD,
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2024060 AN 1IN BB TN/ N\ —BREIRAIRS — (31445 THB. 06 51N A
CheckPoint(CVE-2024-24919), PHP(CVE-2024-4577)k55 % DarkGate, Goldoon Malwareiz&

(X I BARFIN) S —hEefREN Tz,
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3N A REFFER

alert tcp $HOME_NET any -> $EXTERNAL_NET
$HTTP_PORTS (msg:"IGRSS.8.06478 malware, cnc,
darkgate, A Network Trojan was detected";
flow:to_server,established; urilen:9; content:"/jvtobaqj";
fast_pattern; http_uri; sid:806478;)

6. 452

24 RHE

14

SARhE

10

ScHBfhE

A B4R

DarkGate®ZFEMalware®y ~J—4
BEZRAT IR —

malware, cnc,
darkgate

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06482 server-oracle, oracle, weblogic,
cve-2020-14825, Web Application Attack";
flow:to_server,established; content:"/clients/MyCRL";
fast_pattern:only; http_uri; content:"CSHELL";
http_client_body;
pcre:"/CSHELL(?i)(¥x2f|%(25)?2f) [N ¥r¥n]*?(¥x2e|%(25)?
2e){ 2} ([¥x2f¥x5c]|%(25)?(2f|5c))/P"; sid:1006482;)

Check Point CloudGuard®AfEss4T
HABCVE-2024-24919% &AL
Directory TraversallRZE #2019 3R
IJ:/_

server-oracle,
oracle, weblogic,
cve-2020-14825

alert tcp any any -> any $HTTP_PORTS
(msg:"IGRSS.8.06486 malware, trojan, goldoon, A
Network Trojan was detected"; flow:to_server,established;
content:"/bins/"; depth:6; http_uri; content:"User-Agent:
FBI-Agent (Checking You)|0OD OA|"; fast_pattern:only;
http_header; sid:806486;)

Goldoon®ZF EMalwareDxy ~hJ—%
BIERRATZRIS —

malware, trojan,
goldoon

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.06487 server-webapp, php, php-cgi, cve-
2024-4577, Attempted User Privilege Gain";
flow:to_server,established; content:"|AD|d"; http_uri;
content:"allow_url_include"; fast_pattern:only; http_uri;
content:"php:/"; http_uri; sid:206487;)

PHP CGIDAfES5 4 TéHdCVE-2024-
4577%FAU Command
InjectionEZARAN T BN —

server-webapp,
php, php-cgi, cve-
2024-4577
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