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VT AEEEFLE. SATLABRBEICOIIRT IR ERULTHAN-BROFAICIZIITT
EINEFEEBVET,

01. ARREFE

L (%) | bE

BHRUNEE (Information Gathering) 36.1% Al
Webffzg514£(Web Vulnerability) 29.8% vl
AE77tA(Unauthorized access) 17.8% Al
> 27 LBfEs5 1% (System Vulnerability) 14.4% vl
~¥JLJ17(Malware) 1.3% A2
&¥RIRHE (Information Exposure) 0.5% -
FEREN(Anomaly Detection) 0.1% v?2
DoSIZE (Denial of service attack) 0.1% -

202409 F DI BBLAR ZHERR UThE
R EROWEESFTNEALLEARTHY
0. 58BN LTz,

ST LRSS,
ZD55. Webhfess4(CEAI 2 IXEE (X5 14.4%
ALERTHIS, 21 24HF 8L IS /

Apache httpd ap_normalize_path

Directory Traversal(CVE-2021-

o R St ) [ — . = J17.1.3%
41773) KR DR S B EORERE —
RBCEL, ——

L 1EHRIRE. 0.5%
Fr. ERINEICBIT IR (FSEALLE

NTHENIL. CNiEWeb Vulnerability

Scanner(Zgrab), network scani2&
DIEMHEIDIBNNCLDEOIEMERTE
IZe

EERA. 0.1%

DoSKZ. 0.1%
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02. AIRKESSTHETOP10

2024098 DA IRAEESHTOP10EMESEZUIZIEER. network scanIEN FTz(CTOP10(CEIS U,
PR RIEMHEULR U FFCITT AT v I UL T B ELEARTHIS, 21 24 CB VAN UTeCENTERR T
=z,

L h®(%) | h®
1 SATLIFAIT IR 14.5% A4
2 Web Vulnerability Scanner(Zgrab) 11.4% Al
3 Command Injection 7.2% Al
4 Git RepositoryR—> 7t 25t~ 6.0% A4
s Apache 800 25 nege poth Drecon v
6 phpMyAdminB>FINAR—-STHt X 4.1% A4
7 SQL Injection 3.7% A2
8 Network Scan 3.2% NEW
9 Network Scanner(masscan) 2.8% NEW
10 SIP Vulnerability Scanner(Sipvicious) 2.6% NEW

Total Threats In SOC

SIP Vulnerability Scanner(Sipvicious) Il 2.6%
Network Scanner(masscan) I 2.8%
Network Scan N 3.2%
SQL Injection NN 3.7%
phpMyAdmint>IIAR—-S7572 I 4. 1%
Apache httpd ap_normalize_path Directory--- I 4.3%
Git RepositoryX—>771 21 I 6.0%
Command Injection NN 7.2%
Web Vulnerability Scanner(Zgrab) I 11.4%
SAFATPAOVTZICZ & . 14,5%

0% 2% 4% 6% 8% 10% 12% 14% 16%
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03. ARI'SYIUAMPFZRLATOP 10
20244E098ICDWVWTTOP10%ESRUMIER . AT5>4. O3 T OB LERAENNU. 4T ADDOILEE LR

W52%ZHBA TVSIENHEERTEN,

% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .

Wz 0 JYSURMP KIEH
1 78.153.140.177 GB SATLIFAINT IR
2 78.153.140.179 GB AT LIFAINT IR
3 179.43.190.218 CH TP-Link Router Remote Code Execution(CVE-2023-1389)
4 83.97.73.245 RU Stealth Commanding
5 92.118.39.120 us ThinkPHP lang Remote Code Execution
6 80.94.92.60 RO PUT method Detection
7 106.75.137.241 CN Git Repository -7t A5t
8 45.88.90.89 KZ SATLIFANTIEX
9 185.243.5.55 HK SIP Vulnerability Scanner(Sipvicious)
10 5.181.190.250 PL TP-Link Router Remote Code Execution(CVE-2023-1389)

Total Countries

SHAKREIP, EFRIELIOFHTOP10DRKULER

AERE I 7.7%
Ry I 0.9%
A3>4 I 10.3%
FE N 20.0%
7XAUH .. 55?0 1%

Rank Source IP Country Rank Source IP Country
1 78.153.140.177 GB 6 80.94.92.60 RO
2 78.153.140.179 GB 7 106.75.137.241 CN
3 179.43.190.218 CH 8 45.88.90.89 Kz
4 83.97.73.245 RU 9 185.243.5.55 HK
5 92.118.39.120 us 10 5.181.190.250 PL
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09R(CRAEUIASEM/(F—> D55, TOP10ZFULCE/NY— sl iR e REL TVET .
FHHlDITERZ2SE(CL T, BUBE/(F—2IRAU TV IIBEEHZS AT AOMSS M2 FEa/ICHLEN S

TEEHERWLET .

SHOATRER

Web Vulnerability
Scanner(Zgrab)

SATLITAI
AL Vil

Command Injection

Git Repository

R=TPJERH

Apache httpd
ap_normalize_path
Directory
Traversal(CVE-2021-
41773)

phpMyAdmint> 7l
R—3 FPHER

SQL Injection

Network Scan

Network
Scanner(masscan)

SIP Vulnerability
Scanner(Sipvicious)

Web Vulnerability Scanner(Zgrab)(&. WebY—/\DFEER—S0FFR] /574, SFajanTL
BLUWebR—= | SAEADRR—NRE, MESSIEERD DFEZHIMTI 2z EREIN 3.

Directory TraversalDiEs34EREZFIFL. [/etc/passwd il *.conf /.env]REDIERE
B SOEERIATLITAIUT IR %ET3.

SAT LI RIEENTOVS ATENEIAEEE SO R ZBS RS ANDSNRIVY RHIE
17 L33, L(Dﬂf‘%% MEHFET RIS, WEENIZATAICEREIVY RIXETEZH. T7(ILOR]
. AUY0-R EATRETEBIMEENRAE S ZulEEEN DS,

Y—Z1-RON-3>EBDHICGit Repository(/.git/)ERAT1>I I 3I55. IF1ET 5T —
T1- RNV EE(EREESRT 320 configiPHEADREDT IA) M ADFEEENRULAS b
DDN2ZAFv7>F DETHD.

Apache httpd(CDirectory Traversalffg3s4EnFIEd 3. LD
Fap normalize_path |EECURIES (T I 3B R BN IEARIENSFEET D, UE— MDY
EEIERNICREASNIHTTPUIIZA MR EL THETED, WEICKRINT L IBImRNNREE
n%o

phpMyAdmin(MySQLEWebt —/\TEE Y SENICTPHPTIER A — ToY-29-)b
THd. MySQLY — N\ ZWRICAESFIEZ R DT, T—IN—ZADIERR/HIBR. T—TILDOVERK/BIBR.
4=V ROARL/BIFR. SQLMDZEITRE. 1HERZFI AU EIRMEERITICLIWEN I EEL 8D,
ZORESFIENMFIET BIBE . phpMyAdmindscript/setup.phpI7/IUIC " ?" 5IEEERLT
EROBEZIEAL, SATLAGRDEETTES.

SQL InjectionZEE(FI1TIR—Ih558 B Union. SelectREVTUTEREINZXF5%T1 )L

AT EFICARENTABN TIERINDIHERELDD WEEEDBICENHTVSTH >

MYEFOTVSHERRAI THR 2 IR TV ZAERAL TRFENIBIROBS. EIE. HIBRRUS T LT
JERRENETHETH Do

2y RIS R+ vV I (HREFEDZ DI AT AICHU TS AT LAZDEDDINY | kL
ORIRESAE) WE I ERER S AT AOEFIUTA T AND I DIRET, —HSEFEIIT D
N3AWETHD,

2w NI — TR A v N TEDZmasscan Tindo. NMAPEELSIEN DRI LAUIETCP/IP
StackZz{ERAU CGREM IR THd.

SIPVicious(&SIP(1 >4 -y NEETO NIV ) BEEEDVOIPEERY -l THha N WEE(CIHTE
BHENTW3, 129—32wNIEHSTUVBVO0IP, PBX(EBEEIIMEI AT L) &EURT. Brute
ForcelRZE TV hU > NERURUEIR %uﬁﬁ’?bjb\vh%uﬁﬁ’?(LEE;BE%DWj‘(u%%%EB’-EFa—
3. FlcUser-Agent method(CFriendly-ScannertSIPViciousOXFHIMERIN T, IRE
HERMVOIP, PBXS AT AT RGBS WIS 2EMIEERL, .
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2024080 AN 1N A TN N -BREIRAIRIS — (3354 THd. 098 11 BEWordPress”
544> (CVE-2024-5084). Progress WhatsUp Gold(CVE-2024-5084)Af35 %L alogin.
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3N A REFFER A B4R

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET
any (msg:"IGRSS.8.06540 malware-backdoor,Backdoor,agent, A

Network Trojan was detected"; flow:to_client,established; alogin(63256)y hpy hory ND—1iE{E% Bﬁall\(/\‘/jare-B Kd
flowbits:isset,file.elf; file_data; content:"|61 6C 6F 67 69 6E 3A 00 : #&R&1IZHRI>— aCt oor,Backdoor,a
25 73 00 00 2F 62 69 6E 2F 73 68 00 2F 74 6D 70 2F 6C 6F 67 69 gen

6E 00 00 41 73 75 73 50 61 73 73 31 32 33 00|"; sid:806540;)

alert tcp any any -> $HOME_NET $HTTP_PORTS

(msg:"IGRSS.10.06541 server-webapp,wordpress,HashForm,cve-

2024-5084, Web Application Attack"; flow:to_server,established;

content:"/wp-admin/admin-ajax.php"; nocase; http_uri; server-

SrEFRO/ESS LT
content:"action=hashform_file_upload_action"; fast_pattern:only; Yﬁvgglpg?zsgz'fz%gg%ggt‘ﬁ’g?%i?%; webapp,wordpress,H

http_uri; content:"Content-Disposition"; nocase; http_client_body; . M ashForm,cve-2024-
content:"qqfile"; nocase; http_client_body; content:"filename"; O- KGRI SR> 5084

nocase; http_client_body;

pcre:"/filename¥s* =¥s*[N¥r¥n]*?¥x2e(p(hp¥d?|l|html)|exe|ini|pe
rl|cgi)/Pi"; sid:1006541;)

alert tcp $HOME_NET any -> $EXTERNAL_NET [1024:]
(msg:"IGRSS.8.06548 malware-cnc,trojan,valleyrat, A Network W N E = ~

Trojan was detected"; flow:to_server,established; ;/uagl_%y;;ﬁT_Malwared)?J oD@ SR E\ilﬁ?‘gn vallevrat
content:"GetRuntimeBroker"; fast_pattern:only; isdataat:!24; - .Ltrejan, Y
pcre:"/~GetRuntimeBroker(Size)?_¥d{2}¥x00$/"; sid:806548;)

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06549 server-webapp,progress,whatsup,cve-
2024-6670, Web Application Attack"; flow:to_server,established; - _
content:"/NmConsole/Platform/PerformanceMonitorErrors/HasError Progress WhatsUp GOldO_)HEEE lﬁ_.cai’%.’ server

. ; - . i CVE-2024-6670%&MLISQL Injection i webapp,progress,wh
s"; fast_pattern:only; http_uri; content:"|22|classId|22|"; nocase; BRI BAS — atsup cve-2024-6670
http_client_body; o L P/
pcre:"/¥x22classId¥x22¥s*¥x3a¥s*¥x22((?1(?<!¥x5c)¥x22).)*?([¥
X27¥x3b¥x23] | ¥x2f¥x2a|¥x2d¥x2d)/Pi"; sid:1006549;)
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