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RS YAN-TA— MU ATIIREIBIFRZUNEL. DHLTVET,

DABHS, BIRINELAR, MEssEIEE. J5vIUANDTOP10%HERRL. BET —FE U,

WEEN Y RMOMREEZET,

VT AEEEFLE. SATLABRBEICOIIRT IR ERULTHAN-BROFAICIZIITT
EINEFEEBVET,

01. ARREFE

L (%) | bE

S AT LHEE5 4 (System Vulnerability) 45.6% -
Webffzg514£(Web Vulnerability) 24.2% -
AE77tA(Unauthorized access) 14.5% Al
1B#RINE (Information Gathering) 13.2% vi

~¥JLJ17(Malware) 1.7% A2

&¥RIRHE (Information Exposure) 0.4% vi

FEREN(Anomaly Detection) 0.3% vi
DoSIZE (Denial of service attack) 0.1% -

202411 A OISR ZHERR UTchE
R EROWESFTNEALLEARTHY
0.75f&<BVRA LTz,

D55, AT LRESSH(CRITDINE (S
FERALERTHIA, 3454 FERHA L. TNl
Apache httpd ap_normalize_path
Directory Traversal(CVE-2021-
41773) B ORI C LD EDIEEHE
B CE,

BERINEE, 13.2%
~ 1BHRmE, 1.7%

NII17, 0.4%
N~

FIz. Webffeg5 M (CRII2INE(FER L
EERTHI2, 94245 VEAN L. N
PHPUnNiIt, PHP-CGI Argument
InjectionREDIEHETRANCLDBD
EEHERRTEL,

EE®RA, 0.3%

DoSIX%, 0.1%
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02. AIRKESSTHETOP10

2024F 11RO RESSIETOP10ZHERUIIER . S OMTRINENTOP10ICERB U,
EARNREAEIER U F5CSRT LRSSEOIREBAH N TR LR THI 7, 49 1SS WA UTcCEDE
TS

HR(%) | k®

Apache httpd ap_normalize_path Directory

1 Traversal(CVE-2021-41773) 40.9% -

2 SAT LI T T2 AHEHN 13.1% A2
3 Application Vulnerability(PHPUnit) 8.2% vl
4 ThinkPHP Remote Code Execution Vulnerability 3.3% NEW
5 Web Vulnerability Scanner(Zgrab) 2.8% A5
6 PHP-CGI Argument Injection(CVE-2024-4577) 2.8% v3
7 VMware vCenter RCE (CVE-2021-21972) 2.3% -

8 Git RepositorR—S7 It A st 2.3% v?2
9 Network Scanner(Nmap) 2.0% NEW
10 Netlink GPON Router Remote Code Execution 1.9% NEW

Total Threats In SOC

Netlink GPON Router Remote Code Execution I 1.9%
Network Scanner(Nmap) I 2.0%
Git RepositorR—>772GHs» M 2.3%
VMware vCenter RCE (CVE-2021-21972) I 2.3%
PHP-CGI Argument Injection(CVE-2024-4577) HH 2.8%
Web Vulnerability Scanner(Zgrab) Bl 2.8%
ThinkPHP Remote Code Execution Vulnerability Il 3.3%
Application Vulnerability(PHPUnit) I 38.2%
SATLITFAINTIEAERA  0.0%
Apache httpd ap_normalize_path Directory: - I 40.9%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Copyright © Cyberfortress, Inc. 2020. All rights reserved 3= ,(-V‘ CngI'FDI'tI'ESS



B 5 ixsey—e20mE RO - 20244115

03. ARI'5YJUANPF7 RLATOP 10

2024F11BIDWTTOP10ZFESRUILHER . REES S HR—ILOIRELEIRAMENU . FFICT AV HDOIELL

ENHI39.9%ZHBZ TV\BIEN R TER.

X FEEOREZSEZ(CUITAIA- I TF 1T S OB ZHERLE T

[:Tivd TYIHUANIP
1 223.100.248.31 CN
2 47.236.167.8 SG
3 47.245.119.234 SG
4 47.251.103.74 us
5 47.236.136.217 SG
6 47.236.252.254 SG
7 8.219.144.149 SG
8 203.81.86.34 MM
9 47.236.150.50 SG
10 47.237.6.119 SG

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

Ry I 9.6%

SRR

&% I 14.8%
PE N 15.8%
——— 19.8%

WERH

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Application Vulnerability(PHPUniIt)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

PHP-CGI Argument Injection(CVE-2024-4577)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

A 39.9%
Rank Source IP Country Rank Source IP Country
1 223.100.248.31 CN 6 47.236.252.254 SG
2 47.236.167.8 SG 7 8.219.144.149 SG
3 47.245.119.234 SG 8 203.81.86.34 MM
4 47.251.103.74 us 9 47.236.150.50 SG
5 47.236.136.217 SG 10 47.237.6.119 SG
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11 B(CRAEURMRSSIE/ (-2 D55, TOP10ZHINIIRE /S — Vel e R Z2REL TLEFET .
FHDITERZ2SE(CL T, AUBE)/(F—2IRAU TV IIBEEHZS AT AOMSS 2 FaITHLEN S
TEEHERWLET .

) (- SRR

5 A;]poarirf]\:”f;tetpdath Apache httpd(CDirectory Traversalffg554EnFEIEd 3. HUZDOMETTIEE
p_nor —P lap_normalize_path |B#TURIES (TS BB EMIEARIENSFEET 3. UE— MOIL

Traverzgfégt\‘jgzou_ BEFERNICHSASNHTTPUIIZ MEREL TIRER T3, BEE(CRINY BEEIRNTRES
néo
41773)

SATLITFPAINTIER Directory TraversalDiESSHREZFIFL. [/etc/passwd il *.conf /.env ] REDFERKE
1R%0 BeSOFBRIATLITAINCT IR %52,

PHPUNit(E1=y ;A RNIL—AT—4T/phpunit/src/Util/PHP/eval-stdin.php 741 JUICFAE
9 2HE55MEZFIAL TE— NCAERDI - RIEITTED WEHE(E<?phpDXXFIINS1EED
HTTP POSTF =4 TEEDPHPI—-RIEITTES,

Application
Vulnerability(PHPUniIt)

ThinkPHP Remote : ThinThinkPHPDRESS R SXFE I4 )L AU TAEL) RIS MO—SH5 R ICEUHENTUE—RI—
Code Execution R ITIRENTEBHEIMETH D, ¥ think ¥ *I3 220U THESERAT 10 M MU TR EE
Vulnerability B(HME BOPHPI-REUSZATAINY RIEITTES,

Web Vulnerability : Web Vulnerability Scanner(Zgrab)(&. Webt—/{DF&ER—S0FR]/53E. SFajan T
Scanner(Zgrab) BRUWebR—= AU ADRVR—NRE, BESSMHEERD DEFEEHIMTT 2Ib(fEREN S,

CVE-2024-457 755 FPHPOCGIE— RS WindowsD[ Best-Fit J#aen &>z T > 01—
ROYTHONTRAE I ZUE— - REIT(RCE)EFEHETH . WindowsDOSHSPHPHACGIE—R
PHP-CGI Argument @ TE{TEND. XAMPPOLSRHARIRIE TT JAI MNEE CPHP/ A HNRHEINIEE SIS T
Injection Hd. COMEETE A BT LI E (IR AN URLIEBH - TEEDI—ENEITTES. S
(CVE-2024-4577) FTHEERINCLF FEDS AT LADT — WP EEOEARF RUEART. BAE)ZEHI3%5
SIHZTOA MTERTENFESRSINN, MOOT - EIBEICI o TIH LR Z DA REMENHD

e, JNWFN—23> TPV TT— BT #EET D,

vSphere Client(HTML5)(C(ZvCenter Servere 544> OUE— - RE/THEIFENS
TV, IR— M43 TRy NI =7 I ZIERN G2 BEZ I TV IREF N (DF'EJL*&EFH
UTvCenter ServerzkAT (>4 9 2EAR0SICEFIEOHER TIVY RIEITTES, TNl
VMware vCenter Server(7.0 U1cABIN7.x. 6.7 U3IFIN6.7/%U6.5. U3nLLIETI6D.5)
KUVMware Cloud Foundation(4.2AEI04.x&0U3.10.1. 2 HID3.x) ((HE% R (EFT.

VMware vCenter RCE
(CVE-2021-21972)

Git Repositor Y—Z1-RON -3 BB DHICGit Repository(/.git/)ERAT1> I I 3I55. IF1E9 5T —
N_\“F’T,]JGXV 20— RRUBEBIEHRERR T 3 (CconfigP HEADREDF T4 )L N CADIFIEE ER UL RS
7 YD)(RERF1> T BE THS.

Network REMLENetwork ScanV—JL . IP ScanéPort ScanDHEEN®H D, Fy NT—JRESTI4EE2 I
Scanner(Nmap) Y=)LEUTCERSNANREENSERIN THREY - )ILELTEREN 3.

Netlink GPON Router NetlinkGPONJL -5 THRRSNIMESSIEEL T, 557 RLRADEIC
Remote Code / boaform/admm/forumgSZ—?ﬁlJii)\jjb'Cub.,E%’:Jllﬁﬁl_;:a“_a—jﬁgq;b\@%o ZO/ESS M
Execution ZBAL. FREEEN TORVEE MR NSUE- NIV M RIT. BROHB I 27yT
O0—-RIBBENFIHECE D,
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B ssrvs -

> ARIY A N—BRUREIARYS — st

2024F 11 AOINABTHBEINIHA N -BRARIIRYS — (3524 THh D,
02H1NMH®ME. ConnectWise ScreenConnect(CVE-2024-1708. CVE-2024-1709). Microsoft
Outlook(CVE-2023-35636. CVE-2024-21413)RE(CxF I 24&E0R)S —hEc sz,

60
50
40
30

10

2023515 094 108

3n A TR

alert tcp $EXTERNAL_NET any -> $HOME_NET 541
(msg:"IGRSS.2.06569 server-other,Fortinet, FGFM,cve-2024-
23113, Attempted User Privilege Gain"; flow:to_server,established;
content:"|34 EO 01 00|"; depth:4; fast_pattern; content:"reply
200"; distance:4; nocase; content:"request"; nocase; content:"=";
distance:0; content:"auth"; distance:0; nocase; content:"%";
pcre:"/~((auth|mgmt)ip|fmg_fqdn)¥s*=["¥r¥n]*?¥x25(?-
i)[AacdEeFfGginopsuXx]/im"; sid:206569;)

23 16 17 2k
c [l == =m N

6,550

24 RHE

11H

Fortinet FGFMORESS 14 TerdCVE-2024-
23113%&BMAUzFormat string Injection
AR T DRI —

21

SARhE

17

ScHBfhE

A B4R

s~

59

server-
other, Fortinet,FGFM,c
ve-2024-23113

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25
(msg:"IGRSS.8.06579 malware-other,ransomware,ransomhub, A
Network Trojan was detected"; flow:to_server,established;
file_data; content:"|4C 8D 47 01 4C 39 C3 73 2D 48 89 F0 48 89
D9 BF 01 00 00 00 48 8D 35 35 B4 23 00 4C 89 C3 E8 8D 1A B3

fast_pattern:only; sid:806579;)

FF 48 8B 54 24 50 49 89 D8 48 89 C6 48 89 CB 48 8B 44 24 40|";

RansomHub®ZfERansomware47>
O— Rt =IRAN T BRI —

malware-
other,ransomware,ra
nsomhub

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06585 server-webapp,paloalto,pan-os,cve-2024-
9474, Web Application Attack"; flow:to_server,established;
content:"/php/utils/createRemoteAppwebSession.php";
fast_pattern:only; http_uri; content:"user"; nocase;
http_client_body; content:"Content-Disposition"; nocase;
http_client_body; pcre:"/name¥s*=¥s*[¥x22¥x27]?user((?!"--
) P¥r¥n {2, (71N --

) )*¥?([¥x60¥x3b¥xX7Cc¥x26¥x23]|[¥X3c¥x3e¥x24]¥x28)/Psim";
sid:1006585;)

Paloalto PAN-OSOAfES5 14+ TdrdCVE-
2024-9474% & AUIZCommand
InjectionIZEZ1&A1 S B> —

server-
webapp,paloalto,pan-
0s,cve-2024-9474

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.2.06586 server-webapp,paloalto,pan-os,cve-2024-
0012, Attempted User Privilege Gain"; flow:to_server,established;
content:".js.map"; fast_pattern:only; http_uri; content:"X-PAN-
AUTHCHECK:"; nocase; http_header; pcre:"/X-PAN-
AUTHCHECK¥x3a¥s*off/Hi"; sid:206586;)

Paloalto PAN-OSDAfs514+ TS CVE-
2024-0012%BRAUEREE/NA /(A % 4%
FIERY U2

server-
webapp,paloalto,pan-
0s,cve-2024-0012
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