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01. ARREFE

L (%) | bE

WebfEg514(Web Vulnerability) 33.2% Al
32T LHESg 4 (System Vulnerability) 30.3% vl
AE77tA(Unauthorized access) 17.2% -
1B#RINE (Information Gathering) 16.6% -

~¥JLJ17(Malware) 1.5% -
&¥RIRHE (Information Exposure) 0.8% -
FEREN(Anomaly Detection) 0.3% -
DoSIZE (Denial of service attack) 0.2% -

202412 A O BLAR Z iERR UTchE
R EROWESFTNEALLEARTHY
0.76fE<BVRA LTz,

ZMD55. WebhfE5514(CRE T 2 IREE(F5E
BLEARTHI29644HFERA L. PHPUNIt,
PHP-CGI Argument InjectionI{Z
HE DN L DEDICERETRTET,

BERUNEE,
16.6%

) \\ B, 1.5%

Fle. AT LHESEHEICRE I BIRE(F5ER f
NILI17, 0.8%

EEERTHIS, 06 74H<CB VR L. CNUE
Apache httpd ap_normalize_path
Directory Traversal(CVE-2021-
41773 )3 EQBEHELRHANC LD EDI
LHEERTEL,

N
EE®RA, 0.3%

DoSI%, 0.2%
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02. AIRKESSTHETOP10

2024F 12RO A IRMESSETOPL0ZHESRUIAER . ZEDIMIRS AT LRI HEIRENTOPL0ICERB U,
ERRBEAELRD U B RT LMRSSIE O BN e A ELEARTHIS, 06 74 CH WA UTcCE D e
EAGT

HR(%) | k®

Apache httpd ap_normalize_path Directory

! Traversal(CVE-2021-41773) 40.9% -

2 SAT LI T T2 AHEHN 13.1% A2
3 Application Vulnerability(PHPUniIt) 8.2% vl
4 Web Vulnerability Scanner(Zgrab) 3.3% Al
5 SQL Injection 2.8% NEW
6 PUT method Detection 2.8% NEW
7 Git RepositoryX— 791X 2.3% Al
8 ThinkPHP Remote Code Execution Vulnerability 2.3% v4
9 Network Scanner(Nmap) 2.0% -

10 Method(Connect) 1.9% NEW

Total Threats In SOC

Method(Connect) I 2.7%
Network Scanner(Nmap) I 3.2%
ThinkPHP Remote Code Execution Vulnerability Il 3.2%
Git RepositoryX—>77X Il 3.3%
PUT method Detection I 3.3%
SQL Injection MEEEE 3.9%
Web Vulnerability Scanner(Zgrab) Il 3.9%
Application Vulnerability(PHPUnit) I S.1%
SAFLTPANTIEZ &S] I 13.7%
Apache httpd ap_normalize_path Directory: - I 25.3%
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2024F128(DVTTOP10ZFESRUIHER . FREES S HR—IILOBEELLZRAENNL . T XUDOBELL

ENHI39.9%ZHBA TV\SIEN S TER.

% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .

WERH

NEfz TyIUZ NP _
1 47.251.103.74 us
2 47.237.24.160 HK
3 87.120.115.119 BG
4 8.209.204.4 P
5 47.237.94.12 SG
6 47.76.72.62 HK
7 87.120.115.34 BG
8 47.236.232.202 SG
9 8.219.136.232 SG
10 47.237.6.119 SG

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

PHP-CGI Argument Injection(CVE-2024-4577)
AT LITPAINT I AIRAN
Application Vulnerability(PHPUnNit)

ThinkPHP Remote Code Execution Vulnerability

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Git RepositoryX—=79tX

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

PHP-CGI Argument Injection(CVE-2024-4577)
Application Vulnerability(PHPUnNit)

Total Countries

SAKZEIP, ERIBOFFHTOP10ORKRULEER
&% I 9.0%
SUAR=)L I 12.2%

R4y I 13.1%

FE N 14.7%
A7 51.1%

Rank Source IP Country Rank Source IP Country

1 47.251.103.74 us 6 47.76.72.62 HK
2 47.237.24.160 HK 7 87.120.115.34 BG
3 87.120.115.119 BG 8 47.236.232.202 SG
4 8.209.204.4 JP 9 8.219.136.232 SG
5 47.237.94.12 SG 10 47.237.6.119 SG
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12B(SFRAEURMRSSIE/(F—> D55, TOP10ZHINIIRE /Y- S eF il DfiaRZ2REL TVEFET,
FHHOMEREZSE(CUT, AUKRE/I—2ZRANU TV IIBE XS AT AO/ESS 2 F R/ (0N d
TEEHERWLET .

eG5> SRR

5 ﬁ]poari:\:”f;tetpdath Apache httpd(CDirectory Traversalffg554EnFEIEd 3. HUZDOMETTIEE
P —P lap_normalize_path |B#TURIES (TS BB EMIEARIENSFEET 3. UE— MOIL

Traverzgfé‘ét\‘jgzon_ BE BRI ASEHTTPUI IR MR EL TR T4 5, BERCRINY BB
néo
41773)

SATLITFPAINTIER Directory TraversalDiESSHREZFIFL. [/etc/passwd il *.conf /.env ] REDFERKE
1R%0 BeSOFBRIATLITAINCT IR %52,

PHPUNit(E1=y ;A RNIL—AT—4T/phpunit/src/Util/PHP/eval-stdin.php 741 JUICFAE
9 2HE55MEZFIAL TE— NCAERDI - RIEITTED WEHE(E<?phpDXXFIINS1EED
HTTP POSTF =4 TEEDPHPI—-RIEITTES,

Application
Vulnerability(PHPUniIt)

Web Vulnerability : Web Vulnerability Scanner(Zgrab)(&. WebY—/\DFEER—S0FFa] /574, SFajanTu
Scanner(Zgrab) BLUWebR—= | SA 2 ADRR—NRE, MESSI4HERD DFEZHIMTT 2z ERIN 3.

SQL InjectionIZZE (L1 T R—ShBiEEX°Union, SelectREVIUTERINZXF5%T ()L
SQL Injection AT RS CATIESNTABNI IVICEREN 2B EFELDD. WEE(EIDBICENHTVWS AT
MYFOTVBHERRAI THR 2 12 TV ERL TREFENLIBIROEUS. E1E. HIBRRUSATLTD

TRARENTIEETHD.

PUT method Method(@D1T0 7TV —23>h5T IAI N TIRIES 30517 hOBIEZE T BT HDY—IL T
Detection GET,POST, PUT, MOVE, DELETERERR4 IiMethod '8 . Method(Z3 9 2 HIBRAR VS
BI7AIVERL (PUT). BIBR(DELETE). b>RU>J 77X (CONNECT) REDEMENTES.

Git Repositor Y—2J—RON—-23 B DHICGit Repository(/.git/)&RAT1>I 3 3545, FIEIDE—
N_:\Py el 20— RRUBEIEHRERRS 3= configPHEADREDT T4)L N CZDTHAEE ERULKS
7 UD/(2% 2%+ 3 L TH B,

ThinkPHP Remote : ThinThinkPHPDRESS R SXFE I/ )5V TAREL A MO—SH5RICFEUHENTUE—RI—
Code Execution R ITIRENTEBHEIMETH D, ¥ think ¥ *I3 220U THESERAT 10 Me MU TR EE

Vulnerability B(HE BOPHPI-REUSZATAINY RIETTES,
Network RFEMENetwork ScanV—JLT. IP Scan&Port Scan®HEEN 2. Ry NT—RES5 421
Scanner(Nmap) Y=)LELTERENANREENSBAIN TIREY-ILELTERENS.

Connect MethodZzFIFILTHTTP TLS(Transport Layer Security) b>R®RU>J (ZRERCTH
Method(Connect) t %9 %, 2Oz, Connect MethodZERALTWT. MESSHENMEIET 35S, FRIRHEIEL
T FENZ08eEN' D2,
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B ssrvs -

> ARIY A N—BRUREIARYS — st

2024F12H 01 MBI THESNEYA N -BRUREIR)S — (X304 TH 3.
128 1h B0, Fortinet(CVE-2024-47575), VMware(CVE-2021-39144), CyberPanel(CVE-
2024-51378), PaloAltoNetworks(CVE-2024-9463)BE (I g 210K — BRIz,
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alert tcp any any -> $HOME_NET 541 (msg:"IGRSS.1.06588 server-
other,fortinet, FortiManager,cve-2024-47575, Attempted
Administrator Privilege Gain"; flow:to_server,established;
content:"|36 EO 11 00|"; depth:4; content:"channel"; distance:4;
nocase; content:"som/export"; fast_pattern:only;
content:"|22|file|22]|"; nocase;
pcre:"/¥x22file¥x22¥s*¥x3a¥s*¥x22((?!(?<!¥x5c)¥x22).)*?([¥x60¥x
3b¥x7c¥x26¥x23]|[¥x3c¥x3e¥x24]¥x28)/i"; sid:106588;)

6,580

24 RHE

30

SARhE

21

ScHBEfhE

Fortinet FortiManger®ff3514 C&»&CVE-
2024-47575%FAUCommand
InjectionIXEZI&ANT DM —

A B4R
57

server-
other, fortinet,FortiMa
nager,cve-2024-
47575

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06598 server-webapp,VMware,NSX Manager,
Attempted Administrator Privilege Gain"; flow:to_server,established;
content:"/services/usermgmt/password/"; fast_pattern:only;
http_uri; content:"java|2E|"; nocase; file_data;
pcre:"/<¥w+¥s+class¥s*?¥x3D¥s*?[¥x22¥x27]java¥x2e/i";
sid:106598;)

VMware NSX Manager Xstream®AfEss4%
T#HadCVE-2021-39144% LI
Command Injection B ZA& AN BRI —

server-
webapp,VMware,NSX
Manager

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06615 server-webapp,CyberPanel,cve-2024-51378,
Web Application Attack"; flow:to_server,established; content:"/";
http_uri; content:"/getresetstatus"; within:15; distance:3; nocase;
http_uri; file_data; content:"|22|statusfile|22|"; nocase;
pcre:"/¥x22statusfile¥x22¥s*¥x3a¥s*¥x22((?!1(?<!¥x5cC)¥x22).)*?([¥
X60¥x3b¥x7c¥x26¥x23]|[¥x3c¥x3e¥x24]¥x28)/i"; sid:1006615;)

CyberPanelDAfES8 14 TiHrdCVE-2024-
51378%&MUIzCommand Injection&%
HAHZIRAI DRI~

server-
webapp,CyberPanel,c
ve-2024-51378

alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06616 server-

webapp,PaloAltoNetworks, Expedition,cve-2024-9463, Web
Application Attack"; flow:to_server,established;
content:"/API/convertCSVtoParquet.php"; fast_pattern:only;
http_uri; content:"ram="; nocase; http_client_body;

pcre:"/(N &) ram=[&]*?([¥x60¥x3b¥x7c¥x23]|%(25)?(60|3b|7c|2
3|26|0a)| ([¥x3c¥x3e¥x24]|%(25)?(3c|3e|24))(¥x28|%(25)?28))/Pi
m"; sid:1006616;)

PaloAltoNetworks®Expeditionffz55 1% Tén
% CVE-2024-9463%z&MAUzCommand
InjectionIZE it A &R S MRS —

server-
webapp,PaloAltoNetw
orks,Expedition,cve-
2024-9463
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