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Webffzg514£(Web Vulnerability)
AE7ItA(Unauthorized access)
BFRINE (Information Gathering)
S 2T LHEES 4 (System Vulnerability)
1EHRIRE (Information Exposure)
YILD17(Malware)
DoSIKZE(Denial of service attack)
FEEREN(Anomaly Detection)
2025501 B O EAER 2R UIHE
. 2RO EESETH A LLEATHY
0.85/&F<B LA U,
TDS5, RNEVITRICEHTINEFSE
BLEATHI86 14 FEEIL. EEE-U
IIR— MOT IR KA EHEIDIENN
([CLDEDIERETRTE,
Fle AT LBESSHCBI T AINEE (LA
EEERTHIQ06 4B VRAN L. CNUE
Apache httpd ap_normalize_path
Directory Traversal(CVE-2021-

41773)BEOBBHELHNLDEDE
LHEERTET,
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02. AIRKESSTHETOP10

2025F 01RO RAESSIETOP10ZHEERUIAER . SO AT LSS HEIRENTOP10ICEHB U,
ERRBREAELRD U B RT LMRSSIEO BN ST A ELEARTHI2, 90244 CHWRAN UTcCE D e

e Cal.

L h®(%) | h®
1 SATLIFAIT IR 23.6% Al
z AP I 3 oAl e Doy v
3 Application Vulnerability(PHPUniIt) 7.3% -
4 Git RepositoryR—> 7t 25t~ 4.9% A3
5 Network Scanner(Nmap) 4.6% A4
6 Directory Traversalt&4 4.2% NEW
7 Wordpresst>FIAR—-ST7It R 3.7% NEW
8 VMware vCenter RCE (CVE-2021-21972) 3.1% NEW
9 SQL Injection 3.0% v4
10 Web Vulnerability Scanner(Zgrab) 2.9% v6

Total Threats In SOC

Web Vulnerability Scanner(Zgrab) I 2.9%
SQL Injection MEEEE 3.0%
VMware vCenter RCE (CVE-2021-21972) I 3.1%
WordpressB>TINAR—ST7H0Z I 3.7%
Directory Traversalt®All I 4.2%
Network Scanner(Nmap) I 4.6%
Git RepositoryX—>771 251 I 4.9%
Application Vulnerability(PHPUnit) I 7.3%
Apache httpd ap_normalize_path Directory:-- I 3.8%
SAFATPAOVTZIEZEA I, ? 3. 6%

0% 5% 10% 15% 20% 25%

Copyright © Cyberfortress, Inc. 2020. All rights reserved 3= ,(-V‘ CngI'FDI'tI'ESS



B 5 ixuey —e20mE RO - 20254015

03. ARI'5YJUANPF7 RLATOP 10
2025 01ROV TTOP10ZFESRUIHER 7 XUNE RAYDIRELEZIFAN U H5T X DDIRELEZE A

54.4%%BR TV\DIEN D TET.

% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .

Wz 0 JYSURMP KIEH
1 178.215.236.132 us Git RepositoryX—> 705tk H#
2 87.120.115.119 BG AT LITPAINT I AIRAN
3 47.76.72.62 HK Apache httpd ap_(g(\)/rEnj;(l)léei__Zi’;hBD)lrectory Traversal
4 141.94.145.70 FR AT LI T I ZA&HN
5 39.103.191.118 CN ThinkPHP Remote Code Execution Vulnerability
6 193.41.206.36 FR Wordpresst>FINAR-ST7It R
7 46.19.143.26 CH Command Injection
8 92.255.57.58 HK etcpasswd Detect
9 78.153.140.203 GB PhpinfoR—ifwE
10 87.120.115.34 BG S AT LITAINT I RHEHN

Total Countries

SHAKREIP, EFRIELIOFHTOP10ORKRULER

/2K I 7.4%
SUAR=)L I 8.9%
FPE N 14.0%
RAY IS 15.3%
A . 54, 4%,

Rank Source IP Country Rank Source IP Country
1 178.215.236.132 us 6 193.41.206.36 FR
2 87.120.115.119 BG 7 46.19.143.26 CH
3 47.76.72.62 HK 8 92.255.57.58 HK
4 141.94.145.70 FR 9 78.153.140.203 GB
5 39.103.191.118 CN 10 87.120.115.34 BG
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01 BICRAEUASEM/(F—> D55, TOP10ZFULCE/ Y- sl iR e REL TVET .
FHDITERZ2SE(CL T, AUBE)/(F—2IRAU TV IIBEEHZS AT AOMSS 2 FaITHLEN S

TEEHERWLET .

SHOATRER

SATLITANTIER
A

Apache httpd
ap_normalize_path
Directory
Traversal(CVE-2021-
41773)

Application
Vulnerability(PHPUniIt)

Git Repository
R=I7JEX

Network
Scanner(Nmap)

Directory Traversal
1RAN

Wordpress
YO TINR—STHER

VMware vCenter RCE
(CVE-2021-21972)

SQL Injection

Web Vulnerability
Scanner(Zgrab)

Directory TraversalDiE354EREZFIFL. [/etc/passwd ¥l *.conf /.env ] REDIERE
RESOEBRIATLITAIUNT IR %515,

Apache httpd(CDirectory Traversalffs55 4N E1ET 5. HeZDAESS 4
Fap normalize_path |EECURIES (S I 2B RB N IEARIENSFEET . UE— MDIX
EEIERNICREASNIHTTPUIIZA MR EL THETED, WEICRKRINT L IEImRNNREE
néo

PHPUNit(E1=y ;A RNIL—AT—IT/phpunit/src/Util/PHP/eval-stdin.php 741 JUICFAE
9 2HE55EZFIAL TUE— NCAERDI - RIEITTED WEE(E<?phpDXIFIINSIAED
HTTP POSTF =4 TERDOPHPI—RIEITTES,

Y—-Z1-RON -3 BB DHICGit Repository(/.git/)ERAT1> I I 3I55. IF1E9 5T —
T1-RRUVEREHREZHEE T B20H(CconfigtPHEADREDT JA4)L M ZDFEBERULAS K
DDA ZAF4 > I DHRETHD.

KEM B Network Scan¥—JL T, IP Scan&Port ScanDHEENHD. Ly NI — BT 42T
Y—)LEUCERSNAHREENSERIN TREY—-)ILELTEREN S,

R=LR=SDDFRFBK(III>O- RR—SDURLEERAE I, Webt—/{_EDhomeT (LN
NOEBDOTALIN_LEDOT7AIL(/etc/passwdI7A I RE ESBEZIFFI>0- R BTENE
X2, ABMBEIRICOVTIE ST LIBERZ S/ etc/pass/shadow. /etc/hosts/hostsiREDFE
EIp )\ EFII>O0-RIZENTIEETHD. AT LBALRET —FRERED IRHIRBE (C
ERINZEI8 N DD,

Wordpress®O4 4 >R—>THd[wp-login.php, wp-admin.php, wp-config.php ¥t >
TWR=SICTHERT AR NTCEIR—-SOEELER T DT ITIATH D,
vSphere Client (HTML5)TldvCenter Servery344>OUE— - REITHESEENSENT
W3, IR— 43IV 2Ry NI -7 I ZHERR N ® 2 EE N ORESS % B TvCenter
Serverzik2AT 4> 930S THIPRACIYY RIEITTES. CNEVMware vCenter Server
(7.0 ULcBAgl7.x, 6.7 U3ILAEI6.7HLU6.5 U3nLLET6.5)HBLUVMware Cloud
Foundation (4.24FT4.xBLU3.10.1. 2 F13.x) (&% &IFT,

SQL InjectionI¥ZE(FVITR—THS5EEPUnion, SelectRENTUTEREINZXXF5%ZT4)L

AT ESCANENTABNI TVIEREN B EFRELSD. WEE(EDBICEIH>TWE AT

MYEFOTVRHERAI TR 2 IR TV ZEAL TRIFENZIBIROES. E1E. HIBRRUS AT LT
TARENBTRETHS.

Web Vulnerab|I|ty Scanner(Zgrab)lt. WebH—/\O&KER—SWEFA] 53K, FFR]ENTL)
BLUWebR—=2, SA 2 ADRR—NRE, MESSI4HERD OFEZHIMTT DIz EREIN 3.
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B ssrvs -

> ARIYA N—BERAIRY S — st

2025501 HO1IN AR THEEINLEAN-BBARIIA)S — (3154 TH 3.
01H1NMH®EWindows Server(CVE-2024-49112), Apache Struts(CVE-2024-53677),
Aviartix(CVE-2024-50603)f55 14 GamaredonY LY T PREICH I 2HREARUS —H BNz,

22.3 21

2024615 11H

128

3n A TR

alert tcp $EXTERNAL_NET [389,636] -> $HOME_NET any
(msg:"IGRSS.11.06618 os-windows,windows,ldap,cve-2024-49112,
Attempted Denial of Service"; flow:to_client,established; content:"|30|";
depth:1; content:"|02 04|"; within:2; distance:1; content:"|65|"; within:1;
distance:4; content:"|0A 01 OA|"; within:3; distance:1; content:"ldap";
distance:8; fast_pattern; nocase; content:"://"; within:4; sid:1106618;)

6,595

24 RHE

15
]

01H =

Windows Serve LDAPOREES M THHCVE-2024-
491122 BALEY -EIEE BRI RIS —

15

SARhE

30

REThE

A B4R
57

0s-
windows,windows,ldap,c
ve-2024-49112

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.10.06622 server-webapp,Apache,Struts,cve-2024-53677, Web
Application Attack"; flow:to_server,established; content:"uploadFileName";
fast_pattern:only; http_client_body; content:"Content-Disposition"; nocase;
http_client_body;

pcre:"/name¥s* =¥s*[¥x22¥x27]?uploadFileName(¥x5b¥d+¥x5d)?((?!--
).)*¥?¥x2e¥x2e[¥x2f¥x5c]/Psim"; sid:1006622;)

Apache StrutsDBfEs514 T&H3CVE-2024-53677
#EAUDirectory Traversal W # RIS SR

33—

server-
webapp,Apache,Struts,c
ve-2024-53677

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.06623 malware-cnc, Trojan,Gamaredon, A Network Trojan was
detected"; flow:to_server,established; content:"User-Agent: Mozilla/4.0

pcre:"/name¥s* =¥s*[¥x22¥x27]?(src_)?cloud_type((?!"--
)V P¥r¥N]{2, 1 (71N
).)*?([¥x60¥x3b¥x7c¥x26¥x23] | [¥X3c¥x3e¥x24]¥x28)/Psim"; sid:1006624;)

Zz5 2y KD —258B{= -
(compatible|3B| Win32|3B| WinHttp.WinHttpRequest.5)"; http_header; gﬂa@r_néal%eljtioE(DgEMalwareODZJh’] TiBfEER ;:?lilv'l\{fg'ean Gamaredon
content:"Content-Disposition"; nocase; content:"|0D OA 0D 0A|MjAwMDo6"; ~ +Irojan,
fast_pattern:only; http_client_body; pcre:"/¥r¥n¥r¥nMjAwMDo6[A-Za-z0-
91{40,100}/P"; sid:806623;)
alert tcp any any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.10.06624
server-webapp,Aviartix,cve-2024-50603, Web Application Attack";
flow:to_server,established; content:"/v1/api"; fast_pattern:only; http_uri;
content:"action"; nocase; http_client_body; content:"flightpath"; distance:0; — e _ _ server-
nocase; http_client_body; content:"cloud_type"; nocase; http_client_body; ﬁ\ég:':f;ﬂ;???gg?g&;%g;ug%%ff?mb webapp,Aviartix,cve-
content:"Content-Disposition"; nocase; http_client_body; < J ~ 2024-50603

4C CuyberFortress



	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6

