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01. ARREFE

L (%) | bE

BHRUNEE (Information Gathering) 33.4% -
Webffzg514£(Web Vulnerability) 26.1% Al
AE77tA(Unauthorized access) 22.3% vl

S 2T LHEES 4 (System Vulnerability) 16.3% -

1EHRIRE (Information Exposure) 1.4% -
EERAN(Anomaly Detection) 0.3% Al
X917 (Malware) 0.1% vi

DoSIZE (Denial of service attack) 0.0% -

20256048 DI BBLRR ZHERR UThE
R EROWESFTNEALLEARTHY
0.80f&<BLRA LTz,

D55, [BEIHRINECRIT 2N E(ZEA
FERTHIL, 49444 (FEMRFEL . CNIEGit
RepositoryR—> 7R 5kdr. AT A
TN 77 ZARF DB EL DR
LBEDREHERTENR,

S AT LSS,

- 16.3%
\ BRI, 1.4%

Flz. WebHEs54(CRE I 2IRE(LFT AL /\ FEERA, 0.3%
EERTHI738HCEVEAN L. CNIFSQL

InjectionREDIEHETR AN LDBD 917, 0.1%
LR TET,

DoSZ, 0.0%
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02. AIRKESSTHETOP10

2025F 04RO A IRAESSIETOPL0ZHESRUIAER . SO AT LRSS HEIRENTOP10ICEHB U,
DARNRINEALUIIBNNUL . B ET T CADIEHEN ST A LLEARTHI4, 7504CH RS

UTeCEN SR TETZ,

L h®(%) | h®
1 Git Repository =79t L5t dr 15.5% Al
2 SATLITAINT I AHEH 15.6% vl
3 Network Scanner(Nmap) 5.9% A3
4 VMware vCenter RCE (CVE-2021-21972) 5.0% A5
5 Application Vulnerability(PHPUnit) 4.7% v2
6 Web Vulnerability Scanner(Zgrab) 4.7% vl
7 Apache Htpd b dere path Drecon v
8 ThinkPHP Remote Code Execution Vulnerability 4.2% NEW
9 Wordpresst>FINAR—-ST7It R 3.5% Al
10 Admin(BIEE)R-Z7IEX 3.4% NEW

Total Threats In SOC

Admin(BIEE)R-77t2 I 3.4%
WordpressB> T AR—-ST7HC2 I 3.5%
ThinkPHP Remote Code Execution Vulnerability I 4.2%
Apache httpd ap_normalize_path Directory:-- I 4.6%
Web Vulnerability Scanner(Zgrab) I 4.7%
Application Vulnerability(PHPUnNit) I 4.7%
VMware vCenter RCE (CVE-2021-21972) I 5.0%
Network Scanner(Nmap) I 5.0%
SAFLTPANTIEZEA . | 15.6%
Git RepositoryR— 77t I 1 5.5%

0% 2% 4% 6% 8% 10% 12% 14% 16% 18%
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03. ARI'5YJUANPF7 RLATOP 10

2025804 (CDVTTOP10ZFESEUIHESR . 7 AUNEREDIRZELEEMENL . FFHTT A HDIRE LR

#56.0%ZBX LS EN R TE.

% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .

et

: TyvIUZ P
1 195.178.110.164
2 195.178.110.159
3 35.195.46.0
4 8.137.10.102
5 47.121.125.190
6 154.83.103.108
7 196.240.54.120
8 188.213.161.98
9 140.143.182.115
10 176.65.138.172

BG
BG
BE
CN

CN
SC
LV

IT

CN

Cy

Git RepositoryR—>79t X5t d+

Git RepositoryX—>79t 5t d+

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)
TBK DVR-4104/DVR-4216 MDB/MDC OS Command
Injection(CVE-2024-3721)
TBK DVR-4104/DVR-4216 MDB/MDC OS Command
Injection(CVE-2024-3721)

Git RepositoryX—>79t 5t d+

Apache Tomcath5F4E I 3UE— - REITHESS S
(CVE-2025-24813)

Apache TomcathsF4E 93— - REITHESSE
(CVE-2025-24813)

Apache TomcathsF4E 9 3UE— - REITHESSE
(CVE-2025-24813)

Apache TomcathsF4E 93— M- REITHESSE
(CVE-2025-24813)

Total Countries

&% I 5.8%
SUAMR=)L I 7.2%
R4y I 13

SHAKREIP, EFRIELIOFHTOP10ORKRULER

1%

FE I 17.8%
A I ——— 56, 0%

Rank Source IP Country Rank Source IP Country
1 195.178.110.164 BG 6 154.83.103.108 SC
2 195.178.110.159 BG 7 196.240.54.120 LV
3 35.195.46.0 BE 8 188.213.161.98 IT
4 8.137.10.102 CN 9 140.143.182.115 CN
5 47.121.125.190 CN 10 176.65.138.172 CcY
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04RB(CFRLEULASEM/(F—> D55, TOP10ZFULCE/ Y- sl iR e REL TVET .
FHHOMEREZSE(CUT, AUKRE/I—2ZRANU TV IIBE XS AT AO/ESS 2 F R/ (0N d
TEEHERWLET .

eG5> SRR

SATFLITFAINT IR Directory TraversalDiE354EREZFIFL. [/etc/passwd ¥l *.conf /.env ] REDIERE

140 RESOTBBIRTLIPAMCT 2% B0
Git Reposito Y—Z1-RON -3 BB DHICGit Repository(/.git/)ERAT1>I I BI5E., IF1E9 5T —
ey T~ RRUBEIERERRT HLSIConfigPHEADREDS Il N (ZOIFIER R ULAS

D)2 ZAFv> S 2ETHS,

Application PHPUnitldZ 1=y bR NI —AT—9T/phpunit/src/Util/PHP/eval-stdin.phpJ71 JUCTFTE
Vulneratie (PHPURit) 3 PIRSSIEERIAL CUE—NCRROI— FIRITTE5, WEEH(E <?phpOXFHIN 1S
Y HTTP POSTT -4 TEROPHPI—FHRITTES,

Apache httpd . aa sy
ap_normalize. path Apache httpd(CDirectory Traversalffi38M4ENFIEYS 3. HaZOMESS %

Directo [ap_normalize_path B CURLET (CXI T 2 RERBE RN HIREENSFAET . JE— DI
Traversal (CVI?—IZOZ 1- EHEFIBENCEREASNIHTTPUIIANEXEU THETES. WE(CKINT 2L IEHRNRIRE

41773) ns.

Web Vulnerability Web Vulnerability Scanner(Zgrab)(&. Webt—/\DFEER—S0FFa] /574, FFajanTL

Scanner(Zgrab) RUOWebR—=2, S ADRIR—NRE, SIS OFEZHIMTI Iz fEREN 2,
Network RFEMRENetwork ScanV—JLT. IP Scan&Port ScanDBEEEN D, v NI —/BfES5 21T
Scanner(Nmap) Y=)LELTERENANREENSBAIN TIREY-ILELTERENS.

SQL InjectionI¥ZE(FVITR—THS5EEPUnion, SelectRENTUTEREINZXXF5%ZT4)L
SQL Injection AT ESCANENTABNI TVIEREN B EFRELSD. WEEEDBICENH>TWE AT
MYEFOTVRHERAI TR 2 IR TV EFAL TRIFENZIBIROES. EIE. HIBRRUS AT LT

TRARENETHETHD.

CVE-2024-45778E551%(FPHPOCGIE— RS WindowsDl Best-Fit J#gEN EIiE e T>d—
RATTHONTRAET ZVE—-NI—REIT(RCE)MEIEETHSD. WindowsDOSHSPHPACGIE—R
PHP-CGI Argument : TE{TaND. XAMPPOLSRHRIRIE TT JAI MNEE TPHP/ A FUNREHEINIES S/ T
Injection(CVE-2024- @ &®%. OS5 2 BRI 3EIREE (SRS ASNURLIEBH e TEEDI—ENETTES. S
4577) FTHERENCLE FEDS AT LD — /(P EBOEAF MRUAT . BAE)2ERT 35
BIVATOA M TERZENEZRENIN, MMOOT - EHREICL O TIEAZ BRI N HD
Je&. JNWFN—23> TPV TT— N3 EaHEET B,

vSphere Client (HTML5)TldvCenter Server344>OUE— - REITHEIEENSTFNT
VMware vCenter RCE . 43¢ R—h443(CTe VT DRy I\'J—’]T’Jt’HEB?i)"@%ﬂl%%b"l@ﬂﬁi%ﬁ'li%%ﬁﬁlvaCenter
(CVE-2021-21972) Server&MAT 1> 350S THIIRIIV> FAEITTES, CNlEVMware vCenter Server
(7.0 UlcAg17.x, 6.7 U3ILAET6.7HLU6.5 U3nLlFT6.5)HB LU VMware Cloud
Foundation (4.24F14.x5LU3.10.1. 2 F13.x) (&% & IFT,

Wordpress 5> F)ILR— : Wordpress®OJ 1 >R_R—>T#H3Iwp-login.php, wp-admin.php, wp-config.php ¥t >
79X TWR=SICTHERAFTBANRY NTER-SOEEETERT IHDTITATHD.
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alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.10.06696
server-webapp,SAP,NetWeaver,cve-2017-12637, Web Application
Attack"; flow:to_server,established;
content:"/scheduler/ui/js/ffffffffbcad 1eb4/"; fast_pattern; nocase;
http_uri; content:"root.js"; distance:0; nocase; http_uri;
sid:1006696;)

SAP NetWeaver®AfEgs 4 TérdCVE- server-
2017-126377% A URLFI(Local File webapp,SAP,NetWea
Inclusion)it A& &A1 ZRU> — ver,cve-2017-12637

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.10.06699
server-webapp,Ivanti,cve-2025-22457, Web Application Attack";
flow:to_server,established; content:"X-Forwarded-For|3A|";
fast_pattern:only; http_header; content:"X-Forwarded-For|3A|";
isdataat:512,relative; content:!"|0A|"; within:512; sid:1006699;)

server-webapp,
Ivanti,cve-2025-
22457

IvantinifEss 4 TH3CVE-2025-22457%
ERULN\YIPA--J0~

alert tcp any any -> $HOME_NET 22 (msg:"IGRSS.1.06703 server-
other,Erlang/OTP,SSH,cve-2025-32433, Attempted Administrator
Privilege Gain"; flow:to_server,established;
flowbits:isset,erlang_ssh_banner; content:"|62|"; depth:1;
offset:5; content:"|00 00 00 04|exec"; within:8; distance:4;
sid:106703;)

Erlang/OTP SSHORESEETH3CVE- server-other,

2025-32433% BALLUE- - ki EMaNg/OTP,SSH,
BRRAIT BRI~ a3

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"IGRSS.8.06704 malware-cnc,Infostealer,LummaStealer, A
Network Trojan was detected"; flow:to_server; urilen:1,norm;
content:"Content-Disposition:"; http_client_body;
content:"name=|22|hwid|22|"; http_client_body;
content:"name=|22|build_id|22|"; within:100; distance:50;
fast_pattern; nocase; http_client_body;
pcre:"/name¥x3d"hwid"(¥x0d¥x0a){2}[a-f0-9]{21}¥x2d[a-f0-
9]{8}¥x2d[a-f0-9]{4}/Pi"; sid:806704;)

malware-cnc,
Infostealer,
LummaStealer

LummaStealerv)LII7 D1y NI —-ViB{E%E
RANT BRI —
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