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01. ARREFE

L (%) | bE

BHRUNEE (Information Gathering) 33.4% -
AE7ItA(Unauthorized access) 26.1% Al
Webffzg514£(Web Vulnerability) 22.3% vi

S 27 L8514 (System Vulnerability) 16.3% -

1FHRIRER (Information Exposure) 1.4% -

FEE%AN(Anomaly Detection) 0.3% -

X177 (Malware) 0.1% -

DoSIXZE (Denial of service attack) 0.0% -

2025605 DI BBSAR ZiEsR UTchE
R EROWESFTNEALLEARTHY
0.82f&<B VA LTz,

D55, [BEIHRINECRIT 2N E(ZEA
EERTHIL, 800HFERREEL . CNIFGit
RepositoryX—S 77w A5k dr. AT A
TN 77 ZARF DB EL DR
LREDIEERER TS,

327 L\ESSE,
18.1%

1BHRmE, 1.7%

FIz. WebhEssTHEICEEI 2 IEE(GEAL - FEIRA, 0.3%
EERTHIL, 2344CB0VRANL. TN,
Apache httpd ap_normalize_path
Directory Traversal(CVE-2021-
41773 )3 EQBEHELRHAN LD EDI
LHEERTEL,

N1z, 0.2%

DoSI%, 0.2%
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02. AIRKESSTHETOP10

2025F05A DA RMESSIETOP10ZHEERUIAER . SO AT LSS HEIRENTOP10ICEHB U,
SRR BRIEAELRD UTZ. FFCIBEIRINEOI BN ST A LLEARTHI 3, 420445 VA

UTeCEN SR TETZ,

L h®(%) | h®
1 SAT LI7AINTIERAEAN 14.7% Al
z Apache HUpd b dere path Drecon as
3 Admin(BIEE)R-277tX 7.3% A7
4 Git RepositoryR—> 7t 25t~ 7.0% v3
5 Network Scanner(Nmap) 6.0% v2
6 Web Vulnerability Scanner(Zgrab) 6.0% -
7 Application Vulnerability(PHPUnNit) 5.8% v2
8 ThinkPHP Remote Code Execution Vulnerability 4.5% -
9 Wordpresst>FIAR—-ST7It R 3.6% -
10 FEY-LXR- IR HRRN 3.5% NEW

Total Threats In SOC

FEY-EXR- I HE] I 3.5%
WordpressB> T AR—-ST7HC2 I 3.6%
ThinkPHP Remote Code Execution Vulnerability I 4.5%
Application Vulnerability(PHPUnit) I 5.8%
Web Vulnerability Scanner(Zgrab) I 6.0%
Network Scanner(Nmap) I 6.0%
Git RepositoryX—>777 251 I 7 .0%
Admin(BIEE)R-Z7/tX I 7.3%
Apache httpd ap_normalize_path Directory:- - N 7.8%
SAFLTPANTIEZEE . 14,7 %
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03. ARI'5YJUANPF7 RLATOP 10

20258058V TTOP10ZFESEUIHESR . 7 AUNEREOIE LA FFHIT A HDIRELER N

#57.2%ZHBX TVSIENERS TSz,
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SEDORZEE (LU ITA DA 1) THEZEN S OB Z HER L F T .

TYHURNIP B
93.123.109.231 BG SATLI7ANTICIRA]
93.123.109.229 BG Git RepositoryR—Z 77 X5t
93.123.109.230 BG SATLITANT I RIRA
93.123.109.228 BG Git RepositoryR—Z 77 Z51td*

pamass oy TOKOVRAIBHDIRZIE HOBEC OS Command
2uise2s  on  TBKDVRAIOADVRAZLE HDBEC 05 Command

si7.i0i02 sy THKDVRIDUDIRAZIE HOBOC O Command
47.121.210.129 N TBK DVR-4104/DVR-4216 MDB/MDC OS Command

47.121.124.143 CN

42K I 4.8%
SUAMR=)L I 8.0%

R4y I 11.9%
FFE N 18.1%

Injection(CVE-2024-3721)
194.50.16.252 NL phpinfoR—iwE

TBK DVR-4104/DVR-4216 MDB/MDC OS Command
Injection(CVE-2024-3721)

Total Countries

SHAREIP, EFRIEMOFMTOPLONORMULEE

7oy BRI
Rank Source IP Country Rank Source IP Country
1 93.123.109.231 BG 6 47.121.186.223 CN
2 93.123.109.229 BG 7 8.137.10.102 SJ
3 93.123.109.230 BG 8 47.121.210.129 CN
4 93.123.109.228 BG 9 194.50.16.252 NL
5 47.122.4.148 CN 10 47.121.124.143 CN
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SATFLITFAINT IR Directory TraversalDiE354EREZFIFL. [/etc/passwd ¥l *.conf /.env ] REDIERE
el RESOEBRIATLITAIUNT IR %515,

R ipoarﬂgliggpdath Apache httpd(CDirectory Traversalffs55 4N E1ET 5. HeZDAESS 4
p_nor —P Tap_normalize _path |BI#CURIET (S 9 3 RBIREMIEARTENSFET B, UE— NOIX

Directory =
Traversal(CVE-2021- %(;t%%B’J(LE&E-S/\ETULHTTPU’JIZI\’&Jﬁ{gbfli BTED, WRICRINT BEIERNINmRS

41773)

17 VT -3  OEYIR T AHEIHN R EEN TORWEET /adminl., [/manager]RED
— 1Y —(JHHRMEUTORVWEIBER -SSR ESN 28BN FE S 2. BIEEDH
R=IHHEBICRRENIES S BHEDIERETadmin7Z 7> MY RRESN 2082 1ENH S,

Admin(BEE)R->7
AT

Git Repositor Y—-Z1-RON -3 BB DHICGit Repository(/.git/)ERAT1> I I 3I55. IF1E9 5T —
- Rep Y 20— RRUEEIEREHRT 32H(CconfigtPHEADREDT TAIL N ZDIFIEB IR UL RS ~

R=I7TER O RERF TS T BB TH S,
Network RFEHIRNetwork Scan¥—JLT. IP Scan&Port ScanD#BEN'$2 . Ry NI —HEE5 421K
Scanner(Nmap) V=)W U TCERASNZNREENSBAIN TREY-ILELTERENS,

Web Vulnerability Web Vulnerability Scanner(Zgrab)(&. Webb—/{DFEER—S0F ] /5%, SFajan T
Scanner(Zgrab) RUWebR—, S/ ADRVR—NRE, SIS OFTERHIRTI BlzfERSN S,

PHPUnIt(Z1Zy A NI — LT —4T/phpunit/src/Util/PHP/eval-stdin.php J74 JUTEE
9 2HE55MEEFIAL TUE— NCTAERDOI - RIEITTES, WEEI<?phpDOXXFIINSIAFED
HTTP POSTT—4TERMOPHPI—RHEITTES,

Application
Vulnerability(PHPUniIt)

ThinkPHP Remote : ThinThinkPHPDRESSRSXFI(ILAUI TARE) BRI MO—IHIFR (CHEUHESNTUE- M-
Code Execution REITIEN TEZMEFTHIETHD. ¥think ¥ ¥RV THREERATS I MN UL TIRES
Vulnerability [FERDOPHPOI-RKRUSRFLAINY RIEITTES,

Wordpresst> 7L Wordpress®O4J 1 >R_R—>THdI wp-login.php, wp-admin.php, wp-config.php ¥t >
R=IT7JEX TWR=SICTHEATBANRY NTER-SOEELZER I DHDTITATHD.

FER-MNMITIERERHE. TICRIEIREEIRI DIHOMAEIDWER, 7HD> MERN—IL

25, VITWEA. [BIREBIBEDENFLELSD. 7HU> MEIR S B EMANREE R

XF BF FHRXFNAOTND/ (XD — ROERESMEINS TR TOY —EXR— MD7 I XE]
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2025F 05801 MBI THEINEYA N -BRUREIR)S — (3254 TH 3.
0581/ B DRISAP NetWeaver(CVE-2025-31324), Langflow(CVE-2025-3248), Ivanti(CVE-
2025-4427,CVE-2025-4428), MS(CVE-2024-43451)1RE (343 240K — hBRAS NIz,
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alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06718 server-webapp,SAP,NetWeaver,cve-2025-
31324, Attempted Administrator Privilege Gain";
flow:to_server,established;
content:"/developmentserver/metadatauploader”;
fast_pattern:only; http_uri; content:"<%"; http_client_body;
sid:106718;)

22 25

6,699

24 RHE

05H

25

SARhE

22

ScHBfhE

SAP NetWeaverDffEss 14 TirdCVE-
2025-31324%EBUEI7A L7y T0— Rt
HEARHNT D) —

A B4R

s~

59

server-
webapp,SAP,NetWea
ver,cve-2025-31324

alert tcp $EXTERNAL_NET any -> $HOME_NET
[$HTTP_PORTS,7860] (msg:"IGRSS.2.06723 server-
webapp,Langflow,cve-2025-3248, Attempted User Privilege Gain";

2025-4428, Attempted Administrator Privilege Gain";
flow:to_server,established; content:"/api/v2/featureusage";
fast_pattern:only; http_uri; content:"format="; nocase;

Ivanti EPMMORE3514THSCVE-2025-
4427, CVE-2025-4428% A UIYE—NT
N REATIRAEARK I B —

‘ - - - . . i LangflowDRfE88 14 TirdCVE-2025-3248 | server-
flow:to_server,established; content:"POST /api/v1/validate/code"; o e U lemmg=a
depth:26; fast_pattern; nocase; content:"|22|code|22|"; nocase; ?;Fﬁ_b?i')’& bV RRATEHA LTS Y\éeolazag%,é_‘atggﬂow,cve
pcre:"/N¥s*?¥x3a¥s* ?¥x22((?1(?<!¥x5c)¥x22).)*?(@¥s*?(exec|ev hiad
al|__import__)|def¥b[":]*?=¥s*?(exec|eval|__import__))/Ri";
sid:206723;)
alert tcp any any -> $HOME_NET $HTTP_PORTS
(msg:"IGRSS.1.06724 server-webapp,Ivanti,cve-2025-4427,cve- server-

webapp,Ivanti,cve-
2025-4427 ,cve-

windows_MS_Windows_NTLM_cve-2024-43451_Attempted User
Privilege Gain"; flow:established; content:"|5b|InternetShortcut"”;
pcre:"/"N(?:¥x2e[AW])¥x5d/R"; content:"|3d 5c 5c 5c 5c|";)

MS Windows NTLMOReESSH T&HaCVE-
2024-43451%EFBURNTLM/ W 1233
T=D4>) BEERARHN T B> —

. . 2025-4428
http_client_body;
pcre:"/(MN | &)format=["&]*?(¥x28|%(25)?28)/Pim"; sid:106724;)
alert tcp any any -> any any (msg:"IGRSK.2.06734 os- 0s-

windows, microsoft, W
indows,NTLM,cve-
2024-43451
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