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RS YAN-TA— MU ATIIREIBIFRZUNEL. DHLTVET,

DABHS, BIRINELAR, MEssEIEE. J5vIUANDTOP10%HERRL. BET —FE U,

WEEN Y RMOMREEZET,

VT AEEEFLE. SATLABRBEICOIIRT IR ERULTHAN-BROFAICIZIITT
EINEFEEBVET,

01. ARREFE

L (%) | bE

AIE7JtA(Unauthorized access) 33.7% Al
[B¥RUNEE (Information Gathering) 24.8% vi
Webffzg514£(Web Vulnerability) 22.3% -
32T LHEEg 4 (System Vulnerability) 16.7% -
1FHRIRER (Information Exposure) 1.1% -

FEE%AN(Anomaly Detection) 0.7% -
X177 (Malware) 0.5% -
DoSIXZE (Denial of service attack) 0.3% -

2025F 06 B 0 EFAR A EAUIES
R, 2RO ESETNTAELERTHY
0.984Z<BLHAN UTzo

ZDS5. NIE7ICAICEETIME(LSE
ALEATHIL, 180/ FEEML. TNl
AdMINR=Z 77t Rk AT LIT74 27 hIfEssE,

W77 ZARF DB EHEIDIBNNICLDE 16.7%

DIEERERTEIa e ERRE, 1.1%

) =ERA, 0.7%

J \ JIWIIT, 0.5%

DoSIZE, 0.3%

Flz. BIRUNEICRIPINEE(FSE L
NTHI8A2M4BLRAN L. T,
Netowrk Scanner®I{ZZE ﬁ:gibrk N
2EDIEEMERTENR,
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02. AIRKESSTHETOP10

202506 DAIRMESSIETOP10ZFEERLIER . 28D T ARESIHERZENTOP10[CEIZ UL,
SR RIREAEIR UL, R CIRIRINEDIE AN B LLERTHIB 2444 CH LR

UleCENERTESR,
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-
o

SATLIFAIT IR
FEY LR MOTIEZI&A]
Admin(BIEE)R-277tX
Web Vulnerability Scanner(Zgrab)
Network Scanner(Nmap)

Git RepositoryX—>7 9t Xt

TBK DVR-4104/DVR-4216 MDB/MDC OS Command
Injection(CVE-2024-3721)

Application Vulnerability(PHPUnit)

Network Scan

Apache httpd ap_normalize_path Directory
Traversal(CVE-2021-41773)

16.1%
8.7%
7.7%
5.8%
5.4%
5.4%
4.7%
4.2%
3.7%
3.4%

NEW
Vi

NEW
Vs

Total Threats In SOC

Apache httpd ap_normalize_path Directory:-- I 3.4%

Network Scan I 3.7%

Application Vulnerability(PHPUnNit) I 4.2%

TBK DVR-4104/DVR-4216 MDB/MDC OS--- I 4.7%

Web Vulnerability Scanner(Zgrab)
Admin(BIEE)R-77TX I 7 .7%

Git RepositoryR—>77t iR I 5. 4%
Network Scanner(Nmap) I 5.4%
I 5.8%

FEY-EUR-MO7/EZRA I 8.7%
SAFATPAOLZIEZ & —— 16.1%

0% 2% 4% 6%
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03. BRI 5YVUAMPF RLATOP 10
202506 AICDVTTOP10ZFESSUIHESR . 7 AUNEREOIELEZR AU FFICT XUNOBEELLZR D

#156.5%ZBX TL\SEN R TE.

% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .

TYHURNIP B

1 45.207.195.204 MU SQL Injection

TBK DVR-4104/DVR-4216 MDB/MDC OS Command
Injection(CVE-2024-3721)

118.194.253.212 T™W Application Vulnerability(PHPUnRit)
Apache httpd ap_normalize_path Directory Traversal(CVE-

2 39.103.62.205 CN

4 117.48.157.75 HK HErRAELe
TBK DVR-4104/DVR-4216 MDB/MDC 0S Command
> 47.122.4.148 CN Injection(CVE-2024-3721)
6 93.123.109.231 CN Git RepositoryX—S 77t 25t
TBK DVR-4104/DVR-4216 MDB/MDC 0S Command
/ 47.121.220.66 CN Injection(CVE-2024-3721)
8 103.39.93.93 CN ThinkPHP Remote Code Execution Vulnerability
o 4 191 910,125 N TBK DVR-4104/DVR-4216 MDB/MDC 0S Command

Injection(CVE-2024-3721)
10 112.120.228.189 CN Application Vulnerability(PHPUnRit)

Total Countries

SHAREIP, EFRIEMOFMTOPLONORMULEE

AF)Z I 5.9%
SUAR=)L I 6.9%
R4y N 13.2%
FE N 17.6%
A 5 6 , 5 %

Rank Source IP Country Rank Source IP Country
1 45.207.195.204 MU 6 93.123.109.231 CN
2 39.103.62.205 CN 7 47.121.220.66 CN
3 118.194.253.212 TW 8 103.39.93.93 CN
4 117.48.157.75 HK 9 47.121.210.129 CN
5 47.122.4.148 CN 10 112.120.228.189 CN
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06 BICHRLELIMSEM/(F—> D55, TOP10ZFULCIE/NY— sl iR e REL TVET .
FHHOMEREZSE(CUT, AUKRE/I—2ZRANU TV IIBE XS AT AO/ESS 2 F R/ (0N d
TEEHERWLET .

WEE)NF—>

DTSR
SATFLITFAINT IR Directory TraversalDiE354EREZFIFL. [/etc/passwd ¥l *.conf /.env ] REDIERE
el RESOEBRIATLITAIUNT IR %515,

FER-NMITIERERHE. TICRIERECEIY DIHOMAEDWER, 7HD> MEFRN—IK
B TR 9355, V1A, IBIRE B EDIRENFELEL DD, PN MBI DA BEERY
o SEF BT FFHRSIF N ATV T — RSN S IR TOY —EXR— MO T7HEZA]
BENUS —ERZELE. IEESNEREDIPOMFEDY —EXR— MTIERBIEER)S —LLR

CEHEETD,

Admin(EHEE)x—SF 17 VT -3  OEYIR T AHEIHN R EEN TORWEET /adminl., [/manager]RED
%71:'7\ — i1 —(JHRELTORVWEIRER-IHMBICRREN 2T BEENTEIE I 5. BIRED
R=I BB CRRENIEBE. BN ERE Tadmin7hY > MYRRENZ AT EEEN B 3.

Web Vulnerability

Web Vulnerability Scanner(Zgrab)(&. Webb—/{DEER—S0FR]/53E, SFajan T
Scanner(Zgrab) RUWebR—T, ST ADRR—NRE, MEasSIHED D OF T2 FIMT I 3dEREN 3.

Network RFEHIRNetwork Scan¥—JLT. IP Scan&Port ScanD#BEN'$2 . Ry NI —HEE5 421K
Scanner(Nmap) Y=)LELTERINANREBNSBAIN TIREY-ILELTERINS.

Git Repository V—-Z1— I\O)} K‘—ﬁa)%iiﬁwi‘:&)(CGit Repository(/ .gi“t/ )’\;71'\7\7_-4‘/0’7"9“51%@\ ﬁﬁ?“éo%—
ReSTHE TI-RRUVEEEHREHER T BdCconfigtPHEADREDT AN M ADFIEBENKULRT S
WO ZAZZAFv> T BIETHD.
TBK DVR-4104/DVR-
4216 MDB/MDC 0S
Command

Injection(CVE-2024-

TBK DVR-4104H&LUDVR-4216/\ -3 B FK B ENISEX RIS ETHD. Nl
MCEBES 3, THICED. OSTXY RhA S 1H3a ., UE— NEENTEE(CR .
3721)

Application PHPUnNit(E1=y A NI —LD—4T/phpunit/src/Util/PHP/eval-stdin.php J74 JUITEE
Vunenop e (PHPUnity ¢ SHBSSMEERIALTUE- NCEROI- IISATTE 2. B <2phpOX FHINSIEES
y HTTP POSTF =4 TEROPHPI— RAEITTE3.

Y RNT— IR R T O I (LR ETLDZ DI AT AHUTI AT LAZDEODONY | Rk LD
Network Scan g

RIRE R RE) W I AIBER S AT LD TF 1T IREEE R AN e DRE T, —FSEE(TIThN
BUETHD,
Apache httpd
ap_normalize_path

Apache httpd(CDirectory Traversalffg354EhFIET 3. HEZDAETE
Directory fap_normalize_path |BI#X CURIES (CXI I S NBUI BB IEREEN SFEET D, UE— POIL
Traversal(CVE 2021.  FEGEBMICRSASIEHTTPUIIA MEXEL TR TES. BFIHINT SLIBHARAS
ns.
41773)
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202506 01N BRI THEEINBA N\ -BEHARAIN)S — (3154 TH 3,
06H 1 H DR, PaloAltoNetworks(CVE-2025-0108,CVE-2025-0111), Wazuh(CVE-2025-
24016), CISCO(CVE-2025-20188), LG(CVE-2023-40504)RE(CH 3 21&FAUS — DBz,

22.3 22 25

2024615 044
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3n A TR
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alert tcp any any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.10.
06747 server-webapp,PaloAltoNetworks,PAN-OS,cve-2025-0108,cv
e-2025-0111, Web Application Attack"; flow:to_server,established;
content:"/unauth/"; fast_pattern:only; content:"/unauth/"; nocase;
http_raw_uri; pcre:"/~¥x2funauth¥x2f[ N¥x3f¥x26]*?(¥x2e|%(25)
?2e){2}([¥x2f¥x5c]|%(25)?(2f|5¢))/1i"; sid:1006747;)

WAL

24 RHE

15
]

06H

Palo Alto Networks PAN-OSDAfESSHETH
3CVE-2025-0108, CVE-2025-0111%E&
BURSRENA SRR AR REN T B S —

15

SARhE

25

ScHBfhE

A B4R
57

server-webapp,PaloAl
toNetworks,PAN-OS,c
ve-2025-0108,cve-2
025-0111

alert tcp any any -> any $HTTP_PORTS (msg:"IGRSS.10.06748 ser
ver-webapp,Wazuh,cve-2025-24016, Web Application Attack"; flow
:to_server,established; content:"/security/user/authenticate/run_as
"; fast_pattern:only; http_uri; content:"|22|__unhandled_exc__|2
2|"; http_client_body; content:"|22|__class__|22|"; http_client_bo
dy; pcre:"/¥x22__ class__ ¥x22¥s*¥x3a¥s*¥x22((?!(?<!¥x5c)¥x22)
DF?(¥wH¥s*¥X28|_ ¥w+_ |¥x2e¥w+|exit|quit|eval|exec|compile
| (get|set|has|del)attr|globals|locals|vars|dir|open|input|print)/P";
sid:1006748;)

WazuhDife§514 Té%CVE-2025-24016%
BRAUYE- MY REITRER R 2R

:/_

server-webapp, Wazu
h,cve-2025-24016

alert tcp any any -> any any (msg:"IGRSK.10.06749 server-webap
p_cisco_IOS_XE_WLC_cve-2025-20188_Web Application Attack"; fl
ow:established,to_server; content:"POST"; content:"/upload/"; fast
_pattern; content:"jwt="; content:"."; content:"cdb_token_request
_id1";)

cisco I0S XE WLCORe35 % THSCVE-
2025-20188%FFLILI71/)L7yT0— R
BRI BRI~

server-webapp,cisco,
10S,XE,WLC,cve-202
5-20188

alert tcp any any -> any any (msg:"IGRSK.10.06750 server-webap
p_LG_SimpleEditor_cve-2023-40504_Web Application Attack"; flow
:established,to_server; content:"POST"; content:"/uploadVideo.do"
; fast_pattern; content:"|20|form-data|3b 20["; pcre:"/"N¥/?¥"¥s?&
/m";)

LG Simple Editordffz55 14 TardCVE-
2023-40504% B AUUE- NIV REST
RIS RIS

server-webapp,LG,Si
mpleEditor,cve-2023-
40504
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