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AIEF7tZ(Unauthorized access)
EERUNEE (Information Gathering)
Webffzg514£(Web Vulnerability)
32T LHEEg 4 (System Vulnerability)
1FHRIRER (Information Exposure)
YILD17(Malware)
EERKN(Anomaly Detection)

DoSIXZE(Denial of service attack)
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2025F 07RO A IRMESSIETOP10ZFEERUIIER . 248 DWebifes5tIRENTOP10ICEHB U,
SRR RIEAESENIUI. FFCRIET 7T/ TBERIREDIRZE AN e A LLERTHI2, 60644 5L MENN
UleCENERTESR,

HR(%) | k®
1 SATLIFAIT IR 11.0% -
2 FEY LR MOTIEZI&A] 8.8% -
3 Admin(BIEE )R- 77t 6.1% -
4 XML-RPC(Brute Force Attack) 5.9% NEW
5 Web Vulnerability Scanner(Zgrab) 5.0% Vi
6 MVPower DVR Shell Unauthenticated Command Execution 5.0% NEW
7 Network Scanner(Nmap) 4.7% V2
8 Application Vulnerability(PHPUnNit) 4.1% -
9 Git RepositoryX—>7 9t X5t 4.1% v3
10 SQL Injection 3.8% NEW

Total Threats In SOC

SQL Injection NN 3.8%
Git RepositoryX—>77t 5t I 4. 1%
Application Vulnerability(PHPUnNit) I 4.1%
Network Scanner(Nmap) NN 4.7%
MVPower DVR Shell Unauthenticated: - IS 5.0%
Web Vulnerability Scanner(Zgrab) I 5.0%
XML-RPC(Brute Force Attack) NN 5.9%
Admin(BIEE)R-T 77T I 6.1%
FES-CR-MO7IEZE] . 3. 8%
SAFATPAOVTZIEZEE]  ——— 11.0%
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10

TyvIUZ P
47.99.40.17 CN
46.19.141.90 CH
47.121.210.129 CN
197.220.93.117 SO
38.211.193.130 AR
212.113.102.147 SE
152.32.145.205 P
80.75.212.17 DE
139.162.124.188 P
92.55.190.215 KZ

TBK DVR-4104/DVR-4216 MDB/MDC OS Command

Method(Connect)

Injection(CVE-2024-3721)

TBK DVR-4104/DVR-4216 MDB/MDC OS Command

Injection(CVE-2024-3721)

ThinkPHP lang Remote Code Execution

Application Vulnerability(PHPUniIt)

PHP-CGI Argument Injection(CVE-2024-4577)
Application Vulnerability(PHPUniIt)

TP-Link Router Remote Code Execution(CVE-2023-1389)

Network Scanner(Nmap)

Application Vulnerability(PHPUniIt)

Total Countries

SHKEIP, ERIBAIOFFHTOP10DRKR UL
AFUX I 6.7%
Ry I 10.6%
SUAR=), I 11.3%
FE N 13.4%
A7 . 58.1%
Rank Source IP Country Rank Source IP Country
1 47.99.40.17 CN 6 212.113.102.147 SE
2 46.19.141.90 CH 7 152.32.145.205 Jp
3 47.121.210.129 CN 8 80.75.212.17 DE
4 197.220.93.117 SO 9 139.162.124.188 JP
5 38.211.193.130 AR 10 92.55.190.215 Kz
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SHOATRER

SATFLITFAINT IR Directory TraversalDiE354EREZFIFL. [/etc/passwd ¥l *.conf /.env ] REDIERE
el RESOEBRIATLITAIUNT IR %515,

FER-NMITIERERHE. TICRIERECEIY DIHOMAEDWER, 7HD> MEFRN—IK
B TR 9355, V1A, IBIRE B EDIRENFELEL DD, PN MBI DA BEERY
o SEF BT FFHRSIF N ATV T — RSN S IR TOY —EXR— MO T7HEZA]
BENUS —ERZELE. IEESNEREDIPOMFEDY —EXR— MTIERBIEER)S —LLR
CEHEETD,

Admin(BHEE)R—S7 17 VT -3  OEYIR T AHEIHN R EEN TORWEET /adminl., [/manager]RED
%71:'7\ — 1Y —(JHHRMEUTORVWEIBER -SSR ESN 28BN FE S 2. BIEEDH
R=IHHEBICRRENIES S BHEDIERETadmin7Z 7> MY RRESN 2082 1ENH S,

XML-RPC(Brute XML-RPC(Brute Force Attack)(dUE—rIOIR—SXML-RPCZFIALTHRE D
Force Attack) WEODJAVIENTES, WEE(E ¥ system. multicall¥” IXVy REIFHLT—
DOUITIZAN Ty NCEBEDOID/PWZIE AL TIREZ P D,

Web Vulnerability Web Vulnerab|I|ty Scanner(Zgrab)(&. Webt —/\DFRER—IAFA] 554, FFa]&n TV
Scanner(Zgrab) RUOWebR—, S/ ADRVR—NRE, SRS OTFTEZHIMTI BlzfERSN S,

MVPower DYR Shell HrTpys 12 MesiB g B~ — Mo R ADEOBIIERENFS(ITONT,
JE— NECEEE D WebA 25— T1— 20 ¥'shell¥ | I7{ VERIFE 3L CHTIOS T

Command RTINS = o RN —
Execution OFNSEBEDI AT AN RHIEITTERLICR S,
Network REMENetwork ScanV—JL . IP ScanéPort ScanDHEEN®HD . Fy NT—JRESTIEEZ I
Scanner(Nmap) Y—=)LeLTERINANREENSBAINTIREY -LELTERENS.
Application PHPUNIt(Z1=y A RNIL—LAD—4T/phpunit/src/Util/PHP/eval-stdin.php J74 JUTFAE
Vulnerapbl:;lit (PHpUniy 3 SHESSMEERIRLTUE- NCERIOD- KIRIT T3, BIPHIE<2phpOX FHINSIEES
Y HTTP POSTT—4TAEEDOPHPO—RHEITTES,

Git Repositor V—Z1-RON -3 BB DHICGit Repository(/.git/)ERAT1>I I BI5E. IF1E9 5T —
,{_:‘P)j,]tzy 20— RRUBBIERERRS 3= configPHEADREDT T4)L N ZDTHEE ERULKS b
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SQL InjectionIZZE(F1IR-H5EESPUnion, SelectREVTNTHERAINZXF
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2025F07B01h BB THEBEINIHAN-BRIRIIR)S —(E374TH 3.
07H1m1A®fE. MS Windows(CVE-2025-47981), MS SharePoint(CVE-2025-49704),
WingFTP(CVE-2025-47811, CVE-2025-47812)Afz85 %L spinstall 1> 1)L REICHK I BARENRIS —

hEcfnEnsc,

22.3

15

25

05H

2024515 06H

3N A REFFER

i -

alert tcp $EXTERNAL_NET any -> $HOME_NET 445 (msg:"IGRSS.2.06753 os-
windows, microsoft,windows,SPENGO,cve-2025-47981, Attempted User

6,

/751

24 RHE

37

07H

37

SARhE

15

ScHBfhE

A B4R

59

Privilege Gain"; flow:to_server,established,only_stream; content:"|FE|SMB"; i i 22T _ 0s-

content:"|01 00]"; within:2; distance:8; content:"NEGOEXTS|04 00 00 00" %Czrg_s:;tg\évl'%%)%io;ﬂﬁf_ﬁggfi\gf windows, microsoft, wi
distance:0; fast_pattern; byte_extract:4,44,byte_offset,relative, little; oo os ndows,SPENGO, cve-
byte_extract:4,0,byte_length,relative, little; byte_jump:0,-64,relative; BT RS — 2025-47981
isdataat:byte_offset,relative; byte_jump:0,byte_offset,relative;

isdataat:!byte_length,relative; sid:206753;)

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS

(msg:"IGRSS.2.06755 server-webapp,Microsoft,SharePoint,cve-2025-49704,

Attempted User Privilege Gain"; flow:to_server,established; server-

content:"/_layouts/"; nocase; http_uri; content:"toolpane.aspx”; distance:0;
fast_pattern; nocase; http_uri; content:"DisplayMode=Edit"; distance:0;
nocase; http_uri; content:"toolpane.aspx"; distance:0; nocase; http_uri;

Microsoft SharePoint®ifEs514E T&HdCVE-
2025-49704%FBAULVE- NIV RET
WA RIS BRS —

webapp,Microsoft,Sh
arePoint,cve-2025-

content:!1"|26|"; distance:0; http_uri; content:"Referer|3A|"; nocase; 49704
http_header; content:"/SignOut.aspx"; within:50; nocase; http_header;

sid:206755;)

alert tcp any any -> $HOME_NET $HTTP_PORTS (msg:"IGRSS.10.06761 server-

server-webapp,WingFTP,cve-2025-47811,cve-2025-47812, Web Application
Attack"; flow:to_server,established; content:"/loginok.html";
fast_pattern:only; http_uri; content:"username="; nocase; http_uri;

WingFTPORESS 4 THBCVE-2025-47811,
CVE-2025-47812%ZFRUUE-FIYIR
TV AR I DR —

webapp,WingFTP,cve
-2025-47811,cve-

pere:"/[?&]Jusername=[~&]*?¥x00/Ui"; sid:1006761;) 2025-47812

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS . . .

(msg:"IGRSS.8.06778 malware-backdoor,asp,webshell,spinstall, A Network ToolShellT sﬁa"l—‘/_@)_"yjﬂ—l\éﬂé malware-

Trojan was detected"; flow:to_server,established; content:"/_layouts/"; spinstall.aspxJ1J>1)LOFRyNI—258{E% | backdoor,asp,webshe
nocase; http_uri; content:"/spinstall0.aspx"; fast_pattern:only; http_uri; BT BRI — Il,spinstall

sid:806778;)
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