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RS YAN-TA— MU ATIIREIBIFRZUNEL. DHLTVET,

DABHS, BIRINELAR, MEssEIEE. J5vIUANDTOP10%HERRL. BET —FE U,

WEEN Y RMOMREEZET,

VT AEEEFLE. SATLABRBEICOIIRT IR ERULTHAN-BROFAICIZIITT
EINEFEEBVET,

01. ARREFE

L (%) | bE

BHRUNEE (Information Gathering) 45.4% -
AE7ItA(Unauthorized access) 21.3% -
Webffzg514£(Web Vulnerability) 15.1% -
32T LHEEg 4 (System Vulnerability) 14.3% -
1FHRIRER (Information Exposure) 2.7% -
FER%0(Anomaly Detection) 0.6% Al
X177 (Malware) 0.5% Vi

DoSIZZE (Denial of service attack) 0.1% -

2025610 R O EBSRR Z HERR UThE
R EROWEESFTNEALLEARTHY
0.7f8<BVRA Uz,

TDS5, NETICAICEHTRIREE(TSL
BLEARTHI2,929MHFERA L. Nl
Network Scan. R— A+ INEEHHER 27 L\KESSE,
DJFINCLBEDIEEMETRTER, 14.3%

\ 1BIRRR, 2.7%

. REPICAICBITIBFEAL | . .

LERTHI2,4684FCBLMENIL, TN, [ REIAL 0.6%

FBY-CR— NPIERRH BN

RN EBEDRETER TENR. Y7, 0.5%
DoSIZE, 0.1%
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02. AIRKESSTHETOP10

202561080 AIRKMESSETOP10ZEEEUIFER . WebleSs1HINEN TOP10(CEH Uz,
2ARNBIEHER SR Uz, Network Scan, R—b2Fvr>O&SRIERINE. RIEFITRDIEH N T
BELERTHIS, 3974 BV U CENERR T E .

HR(%) | k®
1 Network Scan 14.4% A5
2 R—RRFr> 12.6% A3
3 FEY LR MOTIERIRAN 8.2% -
4 S AT LITAINT T2 RHEHN 8.1% NEW
5 e R veraa(OVE 202141 773) 3% v
6 Network Scanner(Nmap) 5.0% NEW
7 Admin(BIEE)R-Z7IEX 4.0% -
8 Wordpresst>FINAR—-ST7It R 3.8% NEW
9 Git RepositoryX—>7 9t Xt 3.5% \ £:
10 Web Vulnerability Scanner(Zgrab) 3.5% v

Total Threats In SOC

Web Vulnerability Scanner(Zgrab) I 3.5%
Git RepositoryR—>771 A I 3.5%
Wordpresst> TINAR—-ST7otZ I 3.8%
Admin(BEE)R-Z77tX I 4.0%
Network Scanner(Nmap) I 5.0%
Apache httpd ap_normalize_path Directory:-- I 7.3%
SATLIPANTIEAEA] . 8. 1%
FEY-EUR-MOT7/EZ&A I 3.2 %
A—hZAFr> . 12.6%
Network Scan I 14.4%

0% 2% 4% 6% 8% 10% 12% 14% 16%
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03. BRI 5YVUAMPF RLATOP 10
2025 10ROV TTOP10ZFESRUIHESR . 7 AUNERAYDIRZELER NI U T X HDIREELER A

#156.6% 2 BX TL\SEN R TE.

% FROFBESECUIAIA- IO 1T S H S OREBTEHEELET .

JvIUANP

et

[y

O : 0 : N0 :U1:h:WwW: N

10

139.162.119.196

34.59.175.189

172.232.232.10
20.249.104.159
139.162.119.146
4.230.144.132
192.210.160.141
172.236.137.159
139.162.3.144
124.198.131.83

Jp
us

1D
us

KR
NL
us
SG
us

Network Scanner(Nmap)

Apache httpd ap_normalize_path Directory Traversal(CVE-

2021-41773)
R—=hZAFr>

phpinfoR—TiFHR
R—hZFv>
phpinfoR—TiFHR

Application Vulnerability(PHPUniIt)

R=hZAFr>

Network Scanner(Nmap)

GPON Router Vulnerability

Total Countries

SHKEIP, ERIBAIOFFHTOP10DRKR UL
A324 A 7.2%
AEKE I 8.5%

FE N 12.3%
Ry I 15.4%

X 5 6., 6 Y%

Rank Source IP Country Rank Source IP Country
1 139.162.119.196 JP 6 4.230.144.132 KR
2 34.59.175.189 us 7 192.210.160.141 NL
3 172.232.232.10 1D 8 172.236.137.159 us
4 20.249.104.159 us 9 139.162.3.144 SG
5 139.162.119.146 JP 10 124.198.131.83 us
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108(SFAEURMRSSIE/ (-2 D55, TOP10ZHNIIRE/S— Vel DTiaRZREL TVEFET,
FHHOMFEREZSE(CUT, AUKRE/I-2ZRAU TVIIBE XS AT AO/ESS 2 E/ (LN d
TEEHERWLET .

eG5> SRR

2y NT—JBEESIER 1 VIR (LIREFLDZ DI AT AT UTI AT LAZDEDDOINY | 18Rk L0
Network Scan RIBESAE) W I B EER S AT ADTF 1T (55 1E2 AN HOIE T, —FBHEZE(TITHN
PRETH?.

FER—-MOTIERERHL THS 7 I ERERZEES BchDBrute ForcelKEMNTHN. 7
DO NEBI—EUHEE . DITREAPERGBEIGEDIRENFE I DRIREEN DD THD>

R—bRFv> MBIROTERINRZEE, XF - BT - F5AXF2BHEDE/ (AT - ROER. S 0EY —
EZR—MOT7 IR —OZE L FEEEREIPHSOHFE Y —EZR—MOT7IEIRIS ~
DERREEHEET D,

FER-NMITIERERPE. TICRIERECEINY DIHORHEDER, 7HD> MEFRN—I

IB3HBA. VITWS A BIREIMBEDEENFLELDD. 7HhD> MERM I 2RI REE RV

XF BF FHRXFDNAOTND/ (XD — ROERESMEINS IR TOY —ER— MD7 I XB]

BENUS —ERZELE. IEESNEREDIPOMFEDY —EXR— MTPIERBIEER)S — UL
CEHEETD,

FES-ER-K IR
RAT

SATLIPAINT IR - Directory TraversalDiess1HREZFIAL. [/etc/passwd Il *.conf /.envIBEDERKIE
p3l RESOEBRIATLITAINT IR %515,

a ﬁpoarﬂglirz]gpdath Apache httpd(cDirectory TraversalffEs5MENFIEd 3. HeZOMES5 %
P— —P lap_normalize_path |BECURIET (TG I 3 AEN BRI HARENSFAET S, VE— MDY

Directory o iyt Sy S Gt Pt
Traversal(CVE-2021- BEIBEENCHRIASNIEHTTPUIIX h’i)ﬁﬂ:bfﬁ%f%ﬁo IREE(CRRIN T BLIBERNRIRS
41773) £
Network REMENetwork ScanV—JL . IP ScanéPort ScanDHEEN®H D, Fy NT—JRESSIHEEZ I
Scanner(Nmap) Y—=)LeLTERINANREENSBAINTIREY -LELTERENS.

D17 IVT -2  OEYIR T AFIEN R ETN TORWESET /adminl., [/manager]RED
— %1 - —(CHREUTORVWEEBER-SHNEBICRIRESN 2T BEENFTES 5. BIEED
R=—IHNEBSRESNTEE S, SHEIKRERETadmin7 Y MYREEN 2 IEEEN DS,

Admin(BEE)R—->T
A3

Wordpresst> Il Wordpress®O4 1 >R_R—> T3 wp-login.php, wp-admin.php, wp-config.php ¥t >
R=I79EX TWR=SICTHERAFTBANRY NTER-SOEEETERT IHDTITATH D,

Git Reposito Y—Z1-RON -3 EBDHICGit Repository(/.git/)ERAT1>I I BIBE., IF1E9 52—
Kshg, T FRUBEIEHERRS 32(CconfigPHEADBLDT T M (RO TEE R ULKS b
7 YD) RERF 7> T BETHS.

Web Vulnerability Web Vulnerability Scanner(Zgrab)(&. Webb—/\DFEER—S0FFa] /5%, SFajanTw
Scanner(Zgrab) ROWebR—2, S ADRIR—NRE, MEFSIHEERD OTFTEZHIMTI DIz fERIN S,
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> ARIY A N—BRUREIARYS — st

2025F10B 01 MBI THESNEYA N -BRUREIR)S — (X354 TH 3.
10811 B0, Microsoft(CVE-2025-59287), Redis(CVE-2025-49844) R 1Cxtd MRS — 1t

BRARENE
60
50
40
30 22.3
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20244 08F 098
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alert tcp any any -> $HOME_NET [8530,8531]
(msg:"IGRSS.1.06848 os-

windows_microsoft._ WindowsServer_WSUS_cve-2025-
59287_Attempted Administrator Privilege Gain";
flow:to_server,established;
content:"/ReportingWebService/ReportingWebService.asmx";
fast_pattern:only; http_uri; content:"<ReportingEvent"; nocase;
http_client_body; content:"SynchronizationUpdateErrorsKey";
nocase; http_client_body; content:"m_serializedClaims"; nocase;
http_client_body; sid:106848;)

6,829

24 RHE

10H

35

SARhE

11

ScHBfhE

A B4R

Microsoft Windows Server Update
ServiceDAfEgs 4 TiHrdCVE-2025-59287%
BAUCYBEINCBEZIEATZRIS—

59

0s-
windows, microsoft, W
indowsServer, WSUS,
cve-2025-59287

alert tcp $EXTERNAL_NET any -> $HOME_NET 6379
(msg:"IGRSS.2.06851 server-other_redis_cve-2025-

49844 _Attempted User Privilege Gain"; flow:to_server,established;
content:"$4|0D OA|EVAL|OD OA|"; nocase; content:"string.rep(";

- ; : RedisDAfEgs 4 TiHrdCVE-2025-49844% server-
distance:0; fast_pattern; nocase; content:"string.rep("; distance:0; i o ;
nocase; content:"string.rep("; distance:0; nocase; .;%XEEULU:E ha— RRATIEREARATI S gghzegizegdéz,:ve-
content:"string.rep("; distance:0; nocase; content:"string.rep("; 7
distance:0; nocase;
pere:"/AN((?:(?1¥r¥n).)*?¥bstring¥x2erep¥x28){10}/ims";
sid:206851;)
alert tcp any any -> any any (msg:"IGRS0.10.06867 server-
webapp_Microsoft_Windows_CVE-2025-59287_Web Application Microsoft Windows Server Update server-

Attack"; flow:established,to_server;
content:"/ReportingWebService/ReportingWebService.asmx";
fast_pattern; content:"/SoftwareDistribution/ReportEventBatch";
content:"MiscData"; content:"Administrator|3d|";
content:"SynchronizationUpdateErrorsKey";)

Services (WSUS)DRESS 14 T CVE-
2025-59287% BAULEBESI L IEZIRA]
EEY

webapp,Microsoft, Wi
ndows,CVE-2025-
59287
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