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L (%) | bE

BHRUNEE (Information Gathering) 36.0% -
Webffzg514£(Web Vulnerability) 24.0% Al
> 27 LBEss 1% (System Vulnerability) 20.8% Al
AE7tA(Unauthorized access) 16.7% v2
1FHRIRER (Information Exposure) 1.6% -
FEE%AN(Anomaly Detection) 0.5% -
X177 (Malware) 0.3% -
DoSIXZE (Denial of service attack) 0.1% -
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R EROWEEFTNEALLEARTHY
1.06f&<C50EMLT,

Z055., [BIRINE(CRI T IIRE (LB
EERTHIL, 3024 FERA L. cnld
Network Scan. R— A+ IEE4HER
DJFINCLBEDIEEMETRTER,

RIEFIEX,
16.7%
= &R, 1.6%

FEERA, 0.5%

FIz. Webffes5MH(CRII3INEE(FSER L
EERTHIL, 9074<CHLENIL. NI,
0|= Apache httpd
ap_normalize_path Directory
Traversal(CVE-2021-41773)Dd&>
RINEMEIENNC LD ODIEEER TSI,

NII17, 0.3%

DoSIXZ, 0.1%
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02. AIRKESSTHETOP10

2025811 BB IRMESSHETOP10Z ERUIZFER . WebMEssHEIRENTOP10(CEIZ UL,
PARMREMHEUIIENURZ. Apache httpd ap_normalize_path Directory Traversal(CVE-2021-
41773)DESBBEBHEIN TR ELEARTHIL, 90 74<CBUVENNU L CEN SR TES .

L h®(%) | h®
1 e o0 o s o ecton N
2 Network Scan 9.8% \ 4l
3 R—hZAFr> 8.3% \A
4 SATLITAINT I AHEH 6.2% -
5 FEI-ER-MOT7 IR 5.8% v2
6 ThinkPHP Remote Code Execution Vulnerability 5.5% NEW
7 Network Scanner(Nmap) 5.3% V1
8 Directory Traversal Attack 4.9% NEW
9 Admin(BIEE)R-277tX 4.3% v2
10 Application Vulnerability(PHPUnRit) 4.3% NEW

Total Threats In SOC

Application Vulnerability(PHPUnit) I 4.3%
Admin(BIEE)R-Z77t2 I 4.3%
Directory Traversal Attack I 4.9%
Network Scanner(Nmap) N 5.3%
ThinkPHP Remote Code Execution Vulnerability N 5. 5%
FEY-EUR-MO7/EZ1&H I 5.8%
SAFLIT7ANTIEZ&K] N 6.2%
A—RZAFv> I 8.3%
Network Scan IS 9.8%
Apache httpd ap_normalize_path Directory: - I 14.3%
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% FROFBESECUIAIA- AT 1TSS h S OREMAHEELET .
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62.84.181.65

128.14.227.179
192.159.99.95
141.255.164.26
130.185.118.124

178.18.251.197

101.36.108.167
120.233.128.103
91.232.238.112

61.245.11.87

FR
T™W
NL
CH
FR
FR

HK
CN
UA

PH

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Remote Code Execution Vulnerability

Directory Traversal Attack

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Directory Traversal Attack
ThinkPHP Remote Code Execution Vulnerability

Network Scanner(masscan)

Apache httpd ap_normalize_path Directory Traversal
(CVE-2021-41773)

Total Countries

SHKEIP, ERIBAIOFFHTOP10DRKR UL
AFUZ I 7.1%
HE I 7.4%
[E N 9.6%
Ry I 19.9%
77X ., 56,1%
Rank Source IP Country Rank Source IP Country
1 62.84.181.65 FR 6 178.18.251.197 FR
2 128.14.227.179 T™W 7 101.36.108.167 HK
3 192.159.99.95 NL 8 120.233.128.103 CN
4 141.255.164.26 CH 9 91.232.238.112 UA
5 130.185.118.124 FR 10 61.245.11.87 PH
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Traverzgfé‘ét\‘jgzon_ BESEAICEANHTTPU I M L TR T3, SRS SRS
41773) °

2RI —IREEEMHER v U IR (HXE T DL EDI AT AHU TS RATLAZDEDDINY | ¥k LD

Network Scan RIRERRE)\YF IR REIR S AT AD T+ 1UT (MRS IEZRANDIZHDIRE T, —FHEFATHN

BB TH3.

EBR— MOTIERERBLTHBT IR EIRETES 31OBrute Force BEEMTNIL, 7

DI NEBI— B S, ITTHE A PBRBEAL DRENTAES BAIREN DS, 7N

R 2Fr> MEBROTHINALE, T T - BT B ADET) (AT — RO, SN 502H -
2K~ MOTIEARIS —DELE, IEEBIREIPHSOHFEY —C 2K~ MOTILARIS —

OIEFREEHET S,

SATLIPAINTICRH&E - Directory TraversalDiEss1EREZFIBL. [/etc/passwd il *.conf /.envIRBEDIERKIE
AN BESOEBRIATLITAINT I %515,

FER-MIT 7RI PICREREZERT DIDDMHDER. 7HD> MERN—

EBH_L - NPIER 935, I1JWE A IRHREISEDRENFELEL DD, 7NV MEFRI I SERAHIR RZEE R

o S BT FIRSEF N ATV~ ROERESEINSINTOY —EXR— MO 7/ ZA]

RERUS —ERZELE EESNEREDIPOMFEDY —EXR— MFPIERBTHERIS — UL
EEHERET D,

ThinkPHP Remote ThinkPHPORESSR XX FE I AU TARE A M-SR CHEUPHEN TUE- R —RE
Code Execution TN TEZMIGETH D, ¥ think ¥ *I52R2FNHUTHEIERATS 1 MU TRES (L

Vulnerability £ BEOPHPI-REUS AT LAINY RIEITTES,
Network REMZNetwork ScanV—JL . IP Scan&Port ScanDEEEN'$D . Ry NT—JREESIHEZH
Scanner(Nmap) V=LV CEREN AR EZNMSBERAINTHEY-ILELTEREIN S,

R—LR—SORTFELEAI>OO-RR—SOURLZERAE T, Webt—/{U_EDhomeT (L4~
Directory Traversal HOEBDTALIN_LEOT7AIL(/etc/passwdI7( I RE ESBFZIFH>0— I*'@“%Z?b“'c"%
Attack %o NEBIBIRICOVTIE, *‘/Z\j"ﬂl‘%ilﬁ%ﬁiﬁ/ etc/pass/shadow. /etc/ hqsts/ hostsntwig
T4V 0—-RIBZENBIBETHD ., AT LAMEALAET —FRERED IR RINE(CE
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Admin(EHE)x—ST 17 VT 23> OEYIR T I ZFEIFHN R EEN TOARWEET /adminl., [/manager ] RED
%Jt’Z —H% 1Y —(CHREUTORVEEBER - EICRIRESN 2T BEENFTES 5. BIEED
R=IHNEBCRREINESE . HBHEDIERETadminZ A7 MY RRESN 20 8E 4N H S,

PHPUNit& 1=y b3 A NI —AT—IT/phpunit/src/Util/PHP/eval-stdin. phij)l,uaZT
I2HE55MEZFIAL TUE— NCAERDI— RIEITTED WEE(E<?phpOXFIINSIAE
HTTP POSTF—4T{EEDOPHPI— RIEITTES,

Application
Vulnerability(PHPUniIt)
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2025-21042)E351%E LandfallRILI 1 7R ECXT I BAREIARD S — BRI N Tz,

6,849

28 LHmmR
40 35
30 22.3 20 20
20 11 P [
i -

0 ]

2024F19 098 108 115 fﬁ?mi

3N A REFFER A B4R

TR -

alert tcp any any -> any any (msg:"IGRS0.10.06874
server-webapp_Citrix_Netscaler_cve-2025-12101_Web
Application Attack"; flow:established,to_server;
content:"POST"; content:"/cgi/logout"; fast_pattern;
content:"RelayState|3d|";

Citrix NetscalerOmssgE céH3CVE- | o0 Ve

2025-12101%#BALREXSS A | Webapp,Citrix,Nets

pecre:"/(?:(?:¥x0d|¥x250[dD])(?:¥x0a|¥x250[aA])){2}.*¥?( G BHNS — caler,cve-2025-
?:0on(?:(?:s(?:eleclubmi)|rese)t|d(?:blclick|ragdrop)|(?:mo - 12101
use|key)[a-

z]+|c(?:hangellick) | (?:un)?load|focus|blur|error)|s(?:cript|
tyle¥x3d))/";)

alert tcp any any -> any any (msg:"IGRS0.10.06875
server-webapp_GitLab_cve-2025-25291_Web Application

Attack"; flow:established,to_server; GitLabDRfEs8 14 TéHdCVE-2025- server-
content:"/users/auth/saml/callback"; fast_pattern; 252917 B AUIERAE/ 1)\ 5k # %1% | webapp,GitLab,cve
content:"SAMLResponse|3d|"; content:"|3c PIEEY U2 -2025-25291

21|DOCTYPE|20]"; content:"|3e 3c 21 2d 2d|";
distance:0; content:"|3c 21|ENTITY|20]|"; distance:0;)

alert tcp $HOME_NET any -> $EXTERNAL_NET any
(msg:"IGRSS.8.06880 malware-

cnc_Trojan_Landfall_Samsung_mobile_A Network Trojan SamsungE/\ 1L I7— AT P DRSS

was detected"; flow:to_server,established; ) a B - i malware-
content:"type=MSG_TYPE_GET_AGENT"; 5?3?3/512855 d?all%ﬁfjjiiﬁigi/ cnc, Trojan,Landfall
fast_pattern:only; content:"protocol="; nocase; S BERRAIT BRS — ,Samsung,mobile

content:"agent_id="; nocase; content:"command_id=";
nocase; content:"bh_path="; nocase; content:"runner=";
nocase; sid:806880;)
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